Zenworks for Desktops Remote Control Policy

Setup and Configuration of Remote Control Policy

Remote Control Policy at DSC is enabled through the ‘DSC Workstation Policy Package’ in the DSC container.  This policy is associated with the ‘workstation.dsc adm.dcccd’ container and the ‘workstations.training.dsc.adm.dcccd’ container, and affects all workstations in those containers.  Workstations must have the Zenworks for Desktops 4 Agent with the Remote Management feature installed to use Remote Control.  The remote control settings for the Workstation Policy Package are shown below: 

[image: image1.png]ovell ConsoleOne

[ [=] B3

Fie Edt Vew Weards Took Help
HalFF|eea] 2@ dH] s
"ET I = [ et sa-1210220000.. B 0CMN 143421648080, BB BT 5312080100
€2 Domain2 83 JLH1743-12083800:04... 8 OPERATOR-12170500. . 8 TDS1145-12167900:0.
57 dse 83 ULR1141-1208950004... 8 PLH1143-12170400:0... &3 TEB1151-12170000:0.

@ psor 8 JLR1143-1716460000... 83 PURCHASE-12168700... 83 TOH1143-121B8200:0.

: Eggg*{m 8 ULTI153-12057700:04:.. 8 PURCHASE-12158900.. &3 TPD1153-121 2660002
Ers. 1 3101153-1216920000.. 83 -LAPTORO0 DA T4 83 TPT153-12161100.08
e 1401143-1205550001 . 8 OP1000:27648D:13 &3 TOP1153-121694000
e e ommunia | |2 KETI1171 21627080, G RACT 54-1 20887001 G TvC11531 21707010
O oot & Com || 8 KOM1153-12161200:0.. 8 RoB1143-120416000. 8 vL400BASECFOOL01
& NovelleNotare 8 om || & A1 4012161 400:08.. 8 ROOXDELLGX25000:0.. &3 VMJ1153-12168300:0D
B S DC1164-121642000.. & RECHAN-12107700:04. 8 VBC1143-121686000
o cenices 8 LME1143-121651000... & RRVI164-120853000... &3 2(C1145.121889000.
“g sgdev B LRR1155-12169900:0... (8 RECTEST res ennns a8 ~en..
g Soffrack on DSCT B L5N1910-1208410004 BB RWP1143 W 4
g Sofrack on DSC2 5 MEAT143121676000... 8 SAL1740- | Rename. o
g Soffrack on T8C1 8 MEC1143-121658000... 8B SEG1143-  Delete NDS Object
“g% Training B8 MEG1347-12100500:0... 8 SGLICKDE  Mave.
8 Workstatior] B MJM1154-12022800:00 . 8B SOLICKD  Trustees of this Object

g eco B MMS1143-121647000... 88 SOLICKXG | Exensions of this Object

g efe 8 MXS114312167800:0... 88 SROT145. | Rights to Other Objects,

g 1s8DC 8 1XT1140-12081500:01.. 8B SXC1153 prm——

oogiet B NRVI143-121643000.. 8B ST143.

oer RGoxdooca

==

File Transfer

Remote Execute
Diagnostics

Remote Wakeup
P





DSC Help Desk users are given rights to remote control or remote view workstations by granting the Help Desk Group the following rights to the Workstation container and all workstations in that container:

 Remote Control-“Write”

 ZEN Remote View-“Write” 

Network Address-“Read”

These rights are assigned through the Remote Operator Wizard.  To use the wizard, in Console One highlight the workstation container and select Tools >>Manage Remote Operator.

These rights can also be assigned in Console One to an individual workstation or to a container without using the Remote Operator Wizard.

The workstation must have the Zenworks agent, including the Remote Control component, installed to be remotely controlled.

Anyone who has Admin rights in a container also has Remote Control rights in that container.  Admin level users can also change Remote Control Policy and Remote Control settings on individual users and workstations.

Using Remote Control / Remote View

The workstation can be remote controlled from Console One through the NDS Workstation object, (right click and select Action>>Remote Control) or from the User object of the user who is logged in, (right click and select Remote Management) shown below:
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If the remote connection is made through the user object, the Help Desk user will see the box shown above, asking which workstation to connect to.  All workstations the user is logged in to will appear in the pull-down menu.  If the user is only logged in to one workstation, then only that one will appear.

The remote user is prompted with a pop-up box that asks if he will allow his workstation to be remotely controlled, and the name of the Help Desk person requesting permission.
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While being controlled, a “Remote Controlled By… “ icon appears on the desktop of the workstation.

Preventing Remote Control / Remote View

Remote Control and Remote View can be prevented for individual users who may require higher security, or on certain workstations.  On the Remote Management tab of the NDS user or workstation object properties there is a checkbox for “Use these settings and ignore Remote Management Policy.”  This overrides any other policy that may allow remote Control.  If this is applied to an individual user it prevents Remote Control on any workstation while that user is logged in.

To prevent remote Control for a group of users, the “DSC No Remote Control User Policy” is set up to prevent Remote Control when associated users are logged in on a workstation.

Novell Documentation

For more information, planning and implementing remote management is discussed extensively in these Novell documents:

http://www.novell.com/documentation/zenworks65/pdfdoc/dmadmin/06_dmadmin_remmgmt.pdf
http://www.novell.com/coolsolutions/zenworks/feature_remote_security.html
Go to support.novell. com and search for “zenworks remote control” to find more articles on the subject.
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