Zenworks for Desktops 4 Introduction

This document is meant to familiarize the user with some of the major functions of Zenworks for Desktops (ZfD4) on the DCCCD network.  The complete Novell Zenworks online documentation is at http://www.novell.com/documentation/lg/zdpr/index.html
The functions of ZfD4 that will be implemented at DCCCD are Application Management, Automatic Workstation Import, Remote Management, and Workstation Management.

Application Management –Applications can be installed on the workstations or run from the network through the NAL window.  ZfD4 allows specific details when deploying applications, with feature such as application dependencies and event reports.

All of the existing Zenworks application objects were updated to be compatible with ZfD4 as part of the NDS schema update for ZfD4.

ZfD4 Management Agent - ZfD4 has a Management Agent that can be installed on the workstation and allows NAL applications to run from an Application Explorer desktop icon or an Application Window.  The Application Window has the same appearance as the Zenworks 2 NAL window that is currently deployed throughout the district. However, the ZfD4 Management Agent runs locally on the workstation and opens much faster than running NAL.EXE from the network. The NAL.EXE file on the SYS:\Public folder of a  ZfD4 server offers backward compatibility for Zen 2 users. 

Once the ZfD 4 Agent is installed on a workstation, remove y:\nal.exe or y:\nalexpld.exe from the Start\ Programs\ Startup folder.  If the Zen 4 Agent is installed it should run automatically as a service. You can check it in Control Panel \ Services. You can then put a shortcut to the Zen4 Application Explorer or Application Window from C:\ProgramFiles\Novell\ZENworks\NALDESK.EXE or NALWIN32.EXE in Startup.

 Automatic Workstation Import Service (AWI)- The workstation must be imported into NDS, and a workstation object created in NDS, in order to perform many of the other ZfD functions such as Remote Control and setting Workstation policies. 

WS Import is a service that runs on the local campus server and creates the workstation object in a specified container.  The process is controlled by a Workstation Import Policy created in Console One.  The Workstation Import Policy is part of a Server Policy Package.

There is a Server Policy Package with a Workstation Import Policy in each campus container to import workstations and create workstation objects in the “Workstation” container.

Workstations find the local import policy through the DNS name ‘zenwsimport’ that resolves to the local server running the import service.  If the workstation has been imported into NDS previously, with an older version of Zenworks, you might need to run unreg32.exe from the SYS:\Public folder of the local ZfD server before it can be imported again.  This will remove the registry settings that identify the workstation as one already existing in NDS.

Some Novell Support documents that detail implementing and troubleshooting the AWI process are TID 10021334, TID 10065221, and TID 10056752.

Remote Management-The workstation must have the ZfD4 Agent installed with the Remote Management function, plus a workstation object in NDS, to enable it to be remote controlled.  Policy can be set to tightly control access to this function.

Workstation Management-This allows control and availability of user application, access to Control Panel settings, and lock-down of workstations.  

Policy Packages

Policy Packages contain logical groups of policies.  The different Policy Packages include Container Package, Server Package, Service Location Package, User Package, and Workstation Package.

Container Search Policy – This will be created in each campus container to allow users to search only in their home container for policies that affect them. This will speed up the login process and cut down on WAN traffic that would otherwise be created by users searching the entire tree for policies.

Remote Control Policy- This can be enable through a Workstation Policy Package or a User Policy Package.  It can be secured through NDS Rights

These are the ZfD4 policies, and how they are organized-

Server Policies-(Server Specific, Require an NLM loaded on the server)

Imaging Server Policy (not currently deployed at dcccd)

Workstation Import Policy

Workstation Removal Policy

User Policies- (Create an NDS object)


Help Desk Policy


Remote Control Policy


iPrint Policy


Window Desktop Policy


Windows Terminal Server Policy


Roaming Profile

Workstation Policies- (Create an NDS object)


iPrint Policy


Remote Control Policy


Workstation Imaging










