DHCP Server Disaster Recovery at LeCroy

The current DHCP server runs on DSCDHCP1, 144.162.10.223. Follow the steps below for disaster recovery of the DHCP server on DSCDHCP1.

1. Make sure the failed DHCP server is down.

2. Go to LeCroy in room r143 (meat locker) if you cannot terminal service to DSCDHCP2.

3. Go to the server DSCDHCP2.

4. Make sure the DHCP service is stopped. I f not Issue “net stop dhcpserver”
5. DO NOT USE THE MMC GUI!

6. Start REGEDT32.EXE and go to the following subtree (window) HKEY_LOCAL_MACHINE on Local Machine.
7. Go to the key \SOFTWARE\Microsoft\DhcpServer\Configuration.
8. Select the above configuration key and then click on the Registry pull down menu and select Restore. Select the file C:\DHCPBACKUP\DHCPCFG.REG, and when you prompted to restore over the existing key, click YES.

9. Delete all of the contents of the C:\WINNT\System32\Dhcp folder, including its subfolders.
10. Copy all of the DHCP files from C:\DHCPBACKUP\*.* to C:\WINNT\System32\Dhcp folder.
11. Use the “net start dhcpserver” command to start the DHCP Server service. You should receive the following message:
The DHCP Server service was started successfully
12.  Start the DHCP Server snap-in from the Administrative Tools group.
13.  Click the destination DHCP server, and then click Reconcile All Scopes on the Action menu. Click Verify. If any leases need to be reconciled, click Reconcile to synchronize the registry and database.
14. Authorize the new DHCP server in the Active Directory. Right-Click on DHCP in the DHCP console and choose “Manage Authorized Servers…”. 
15. Click on Authorize button and type the name (DSCDHCP2) and click OK. 
