Assigning Digital Certificate for VPN use

· Make the necessary entry in the “Cisco VPN Users” database.

· Install the eToken device on a PC with the eToken utilities.

· Change the lable and the default password on the new eToekn device.

· Open a web browser to http://dscca1.adm.dcccd.edu/certsrv .

· Choose “Request a Certificate” and click “Next”.

· Choose “Advanced Request” and click “Next”.

· Choose “Submit a certificate request to this CA using a form” and click “Next”.

· Type in the User Login ID for the Name field.

· Type in the users email address in the Email field by using their Novell Login ID as their email account.

· Choose DCCCD for the Company field.

· Type in one of the following in the Department field. This has to be one of the groups setup in the PIX VPN configuration and is case sensitive.

· DefaultUser


· MedSecUser

· MedSecAdmin

· HiSecAdmin

· NetAdmin

· In the Key Options section on the CPS field, choose the eToken Base Cryptographic Provider.

· Leave all other fields as is and click “Submit”.

· Click “Yes” to the warning message about trusting this CA.

· Login to the eToken box.

· Change the eToken password when prompted.

· Go to the dscca1 server and open up the Certification Authority screen. Start-Programs-Administrative Tools-Certification Authority.

· The DSCCA1 server can be access from DSCESX4.dcccd.edu VMWare server.

· Go to the Pending Request section and grant the new certificate request. Right click on the request and choose “All tasks” and choose “Issue”

· Open a web browser to http://dscca1.adm.dcccd.edu/certsrv again.

· Choose “Check on a pending certificate” and click “Next”.

· Highlight the certificate request and click “Next”.

· Click on the “Install this Certificate” link.

· Click “Yes” on the warning message.

· The web page should change to “Your new certificate has been successfully installed”

· Start the eToken Application viewer and confirm that the certificate is installed on the eToken device.

