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About BindView Corporation

About BindView
Corporation

BindView Corporation is a leading provider of proactive business
policy, IT security and directory management software worldwide.
BindView solutions and services enable customers to centralize and
automate policy compliance, vulnerability management, directory
administration and migration across the entire organization. With
BindView insight at work™, customers benefit from reduced risk
and improved operational efficiencies with a verifiable return on
investment. More than 20 million licenses have shipped to 5,000
companies worldwide, spanning all major business segments and
the public sector.

Online Documents

Using PDF Files

Installing Adobe Reader

User Guides

Documentation is provided in the following electronic formats on
the BindView product CD:

e Adobe® Acrobat® PDF files
e HTML Release Notes files
¢ Online help

With Adobe Acrobat PDF files, you can navigate through a document
quickly and perform full-text searches. In addition, the PDF files can
be viewed online, distributed to multiple users electronically, or
printed.

You must have Adobe® Reader® installed to read the PDF files.

To view PDF files, double-click PDF files to open them, and then
move through the document by clicking topic headings in the left
pane or green hypertext links in the text. To print copies, click Print
from the File menu.

Adobe Reader installation programs for common operating systems
are available for a free download from the Adobe Web site at
www.adobe.com.

The Docs directory on the BindView product CD contains copies of
the user guides and other documentation in the PDF format.

The bv-Control for Active Directory User Guide contains information
about bv-Control for Active Directory v8.0 and about the BindView
RMS Console and Information Server v8.0. If you upgrade the
BindView RMS Console and Information Server, the BindView RMS
Console and Information Server User Guide included with the
update will contain information about the new version of the
Console.

10 bv-Control for Active Directory User Guide
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Release Notes

Online Help

Release Notes

If the autorun function is enabled, a Readme HTML file for your
BindView product is accessible under the Documentation menu of
the BindView setup menu when you insert your CD. You also can
select to view this file after the installation is completed, or by
browsing to the Release Notes directory in the root directory for
your program:

C:\Program Files\BindView\RMS\Release Notes\bv-Control
for Active Directory

Comprehensive help is available from the Help menu on the
BindView RMS Console and the BindView RMS Web Console.
Additionally, you can access help by clicking the Help button in any
dialog, by right-clicking an item and selecting Help from the action
menu, or by pressing F1 in any dialog.

Typestyle
Conventions

Alert Statements

The following conventions are observed throughout this guide:

¢ Bold text is used to designate file and folder names, dialog titles,
names of buttons, icons, and menus, and terms that are objects
of a user selection.

e [talic text is used for word emphasis, defined terms, and manual
titles.

e Monospace text (Courier) is used to show literal text as you
would enter it, or as it would appear onscreen.

The alerting statements are Notes, Cautions, and Warnings. These
statements are formatted in the following style:

Note: Information that is incidental to the main text flow, or to an
important point or tip provided in addition to the previous
statement or instruction.

Caution: Advises of machine or data error that could occur should
the user fail to take or avoid a specified action.

Warning: Requires immediate action by the user to prevent actual
loss of data or where an action is irreversible, or when physical
damage to the machine or devices is possible.

Information Resources 11
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Contacting BindView

Contacting BindView has sales and support offices around the world. For
BindView information on contacting BindView, please refer to the information
below or to the BindView Web site: www.bindview.com

For Technical Support: www.bindview.com/support

Technical Support is available Monday through Friday from
7:00 a.m. to 7:00 p.m. Central Time. Normal working hours for all
other departments are 9:00 a.m. to 6:00 p.m.

Phone
Sales and Customer U.S. and Canada 800-813-5869
Service Outside N. America 713-561-4000
Technical Support U.S. and Canada 800-813-5867
Outside N. America 713-561-4000
Training/Professional U.S. and Canada 800-749-8439
service Outside N. America 713-561-4000
Fax All Areas 713-561-1000
E-mail
Sales sales@bindview.com
Training edu@bindview.com
Documentation docs@bindview.com
Other
FTP Site ftp://ftp.bindview.com
Internet www.bindview.com
Postal Mail BindView

5151 San Felipe, Suite 2500
Houston, TX 77056
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BindView RMS Console

BindView RMS
Console

MMC toolbar

Product toolbar —

Console tree

Details pane
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The BindView RMS® Console installs as a snap-in to the Microsoft
Management Console (MMC). The MMC is a host application that
provides a common user interface enabling you to navigate the
BindView RMS Console application. The BindView RMS Console,
along with bv-Control® for Active Directory®, is a powerful tool
designed to help you manage your Microsoft® Windows® 2000 and
Microsoft Windows Server™ 2003 environment. The BindView RMS
Console serves as a host application to other BindView products,
including bv-Control for Active Directory, bv-Control® IntelliPACS®,
bv-Control for Microsoft Exchange, and other BindView products.

Figure 1 shows the BindView RMS Console and the major
components of its user interface.

':m Bind¥iew - [Bind¥iew RMS' by-Control for Active Directory] g ;IQILI
| Bﬁ] Console  Window  Help |;|i|l||

Tree I byw-Control For Active Directory

B Bindview RMS |ea Configuration

2 A -
F-{F] Risk Assessment and Conkral 52 byv-Count For Windaws
Exported Files &CDnFiguration ‘Wizard
Bindview RMS Configuration

Schedules

@ Mamed Scopes
4% RapidFire Updates
é bee-Contral For Active Directary

| |
Fig. 1

BindView RMS Console User Interface

The BindView RMS Console provides query-based data retrieval to
gather information from your Active Directory service. When a
query is processed, the BindView RMS Console queries Active
Directory to gather information about the Active Directory objects
and properties. Once the data is collected, it is returned to the
BindView RMS Console and displayed as either a grid, chart, or a
report. You can find more complete instructions on how to use the
BindView RMS Console in the BindView RMS Console and
Information Server v8.0 User Guide.

14 bv-Control for Active Directory User Guide
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Understanding
bv-Control for
Active Directory

Understanding bv-Control for Active Directory

The bv-Control for Active Directory snap-in is a BindView product
that provides comprehensive administrative reporting capabilities
for Active Directory service objects and properties. This product
provides broad querying capabilities. The bv-Control for Active
Directory product focuses on automating the task of collecting and
reporting information about an Active Directory service relative to
containers and OUs, domains, groups, group policies (GPO) and
users. The bv-Control for Active Directory product can query
information in multiple trees and domains across an enterprise, as
well as specific objects in these trees and domains. Multi-forest
support has been added in this release.

From BindView’'s centralized RMS Console, you can document and
report on virtually every aspect of Active Directory and Group
Policies. bv-Control for Active Directory provides IT personnel with
key abilities to perform security checks across the enterprise for
possible security or configuration breaches. bv-Control for Active
Directory also provides hundreds of detailed fields for reporting on
the configuration of Active Directory and Group Policies, saving
administrators time and money over native or third-party tools.
These key and unique capabilities of bv-Control for Active Directory
allow administrators to communicate the current state of Active
Directory, along with the ability to easily highlight configuration and
security issues for immediate resolution.

bv-Control for Active Directory also allows for easy report
modification and a vast amount of exporting venues for further
analysis. This product leverages BindView’s leadership in the
vulnerability assessment market, which has allowed BindView to
provide industry-leading technology for assessing, auditing, and
administering Microsoft®, Novell®, and UNIX® enterprises.

bv-Control for Active Directory contains several new features
contained in Windows Server 2003 such as:

e Reports on the new permissions and new delegated tasks offered
by the Delegation Control Wizard.

e Reports on the new Group Policy settings for Terminal Services,
Network Management, and Computer Management.

e Domain and Forest functional levels have been introduced in
Windows Server 2003, which provide a way to enable features in
a domain or forest throughout an organization. bv-Control for
Active Directory reports on the different levels.

e Support for Forests Trusts — Effective Permissions, Effective
Permissions Analysis, and Effective Trustees take into account the
permissions obtained through security principals and
memberships in groups across the forest.

¢ InetOrgPerson is a new object offered. This object is similar to the
user object. bv-Control for Active Directory will report on this
through the user’s data source. This object is also a security
principal. bv-Control for Active Directory also reports on the
effective permissions and effective delegated tasks for this
security principal.

1: Overview 15
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bv-Control for Active Directory Architecture

e Reports on attributes available to Active Directory objects
through Auxiliary classes.

bv-Control for bv-Control for Active Directory consists of two BindView RMS
Active Directory Console components:
Architecture « Client

e Information Server

The Information Server component provides the BindView RMS
Console with a source of data for reporting, and the Client
component provides the user interface extensions.

Figure 2 shows the architecture for bv-Control for Active Directory
and how it interfaces with the Client and Server component.

Information
Client Server
Microsoft
> Active
Directory

ﬂndView RMS Console - Task Processing

bv-Control for Active Directory Data Storage

bv-Control for Active Directory
—r—Data Sources

-Computers

-Connections

-Contacts

-Containers and OUs

-Domains

-Effective Trustees

-Group Policies

-Group Policies Administrative

Template Settings

-Group Policy Software Settings

-Group Policy Windows Settings

-Groups

-Servers

-Site Links

-Sites

-Users

‘ Microsoft Management Console ﬁndView Information Server

Fig. 2 bv-Control for Active Directory Architecture

Client The Client component provides the user interface extensions to the
BindView RMS Console. This component enables you to configure
the bv-Control for Active Directory product. It extends the BindView
RMS Console shell to facilitate utilities that do not fit within the
query model.

16 bv-Control for Active Directory User Guide
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Information Server

Data Sources

Information Server

The Information Server is primarily used to perform the following
services:

e Task processing
e Data storage

There are two types of Information Servers: local and remote. A
local Information Server exists on the same machine as the Console
you are using. A remote Information Server exists on a different
machine than the one where your Console resides.

The Information Server component provides data collection facilities
for the BindView RMS Console. This component exposes the user
schema to the BindView RMS Console. The user schema constitutes
the data sources and fields that the user may select for creating
reports, and provides User Interface components, such as dialog
pages that are specific to the data sources and fields of the bv-
Control for Active Directory product. This component is responsible
for combining information in a way that recognizes requests from
the BindView RMS Console.

Within bv-Control for Active Directory are categories of information
called data sources. A data source is a collection of multiple related
fields you select when defining a query, and is a key component of
the product. By using bv-Control for Active Directory,
administrators can analyze virtually every aspect of Active
Directory. The first step in determining exactly what information
you want to gather is to select a data source to query. For
information on how to select a data source, refer to "Defining a
Query” on page 46.

Key Features of
bv-Control for
Active Directory

Pre-defined Query
Binder and Task List

System administrators who are responsible for administering and
securing their Active Directory can rely on bv-Control for Active
Directory for systems solutions.

The following key features of bv-Control for Active Directory will aid
in administering and configuring Microsoft Active Directory. These
key features are:

e Pre-defined Query Binder and Task List

¢ Full query-based interface to easily perform custom queries
e Advanced Report, Graph, and Export capability

The bv-Control for Active Directory snap-in comes with hundreds of
pre-defined Query Binders that identify key issues. With a simple
point-and-click interface that can get the system up and running in
a matter of minutes, bv-Control for Active Directory will allow you
to quickly and proactively determine the state of Active Directory.

BindView periodically extends the number of pre-defined Query
Binders and ships these additions with each future release.

1: Overview 17
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Key Features of bv-Control for Active Directory

Custom Queries

Advanced Report,
Graph, and Export
Capability

In addition to providing sample reports for out-of-the-box use, bv-
Control for Active Directory also provides a full query-based
interface allowing Active Directory administrators to easily build
custom queries for information specific to their environment.
Results from the queries can be saved for trend analysis and
capability planning at a later time.

bv-Control for Active Directory provides flexible, comprehensive
reporting and graphing that produces reports aimed at a variety of
audiences. This allows an Active Directory administrator to quickly
identify and document a specific problem. The ultimate in flexibility
is achieved by advanced capabilities which allow report information
to be graphed, compared to an established baseline, and exported
into a variety of data formats such as Microsoft Excel, Microsoft
Word, dBase, PDF, and Microsoft Access.

18 bv-Control for Active Directory User Guide
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System Requirements

System For complete system requirements for the BindView RMS Console,
Requirements please see the BindView RMS Console and Information Server v8.00
User Guide.

Before you install bv-Control for Active Directory, make sure that
your workstation and network environment meet the following
minimum bv-Control for Active Directory hardware and software
requirements:

e 512 MB RAM in addition to Microsoft Windows 2000 minimum
requirement

e 500 MB of free disk space

¢ Virtual memory size three times the size of RAM

e Microsoft XML parser v3.0 or higher

¢ Microsoft Windows Installer

e The RMS Console and Information Server requires one of the
following OS versions:
- Windows Server™ 2003 (Standard, Enterprise, Web Edition) or

later

- Windows® 2000 SP3 (Professional, Server, Advanced)
- Windows XP® Professional SP1

Vast amounts of data can be gathered from Active Directory. This
data is stored on the hard drive of the machine that the Information
Server was installed on. Although 90 MB is sufficient storage space
for the application, space is also needed for the data retrieved. The
amount of space needed is dependent on multiple factors such as
the size of your operational environment, the information you
retrieve, and how often its data is refreshed and saved.

Pre-installation bv-Control for Active Directory is shipped on a CD. You must install
the BindView RMS Console v8.0 CD before installing the bv-Control
for Active Directory product. When you install bv-Control for Active
Directory, it will either install into an existing BindView RMS
Console, or it will install the BindView RMS Console if not already
present. For more information on installing the BindView RMS
Console, see the BindView RMS Console and Information Server
v8.00 User Guide.

Upgrading from a If your computer has a previously installed version of bv-Control for
Previous Version Active Directory, you do not need to perform any additional steps
for an upgrade installation. It is a silent upgrade install.

20 bv-Control for Active Directory User Guide
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Installing bv-Control for Active Directory

Installing
bv-Control for
Active Directory

After you have reviewed the pre-installation information, you can
use the Install panel to install the bv-Control for Active Directory
product. We recommend that you review the Release Notes files for
the Console and Information Server and the bv-Control for Active
Directory product.

» To install bv-Control for Active Dirctory

1 Insert your bv-Control for Active Directory v8.00 CD into the
CD-ROM drive for your machine and the Welcome Panel
appears.

€&« phy-Controltfor Active Directony?®

Version 8.00

Welcome to the installation program for by-Control for
W Ee=| | ~ctive Directory.

Select a link to the left to continue.
Browse CD
Documentation
Contact Us

Other Products

Copyright® 20104 BincVienw Cosporatian. Alights resarved.

BIND VIEW ™.

Policy Compliance ‘ | Directory Administration & Migration Insight &t Work

Fig. 3 Welcome Panel
2 Select Install to install and configure bv-Control for Active
Directory.

The InstallShield Wizard - Preparing to Install panel
appears.

InstallShield Wizard

Preparing to Install...
brv-Control for Active Directory Setup iz preparing the

InztallShield ‘Wizard, which will guide vou through the
program setup process. Pleaze wait,

Preparing ta Install...

L

Cancel

Fig. 4 InstallShield Wizard - Preparing to Install Panel

2: Setting Up the Product 21
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Installing bv-Control for Active Directory

The InstallShield Wizard - Welcome panel appears.

InstallShield Wizard x|

‘Welcome to the InstallShield Wizard for
bv-Control for Active Directory

The InstallShield® wizard will install by-Contral for Active
Diirectory on your computer. To continue, click Mest.

< Back | Mest > I Cancel |

Fig. 5 InstallShield Wizard — Welcome Panel

3 Read the information on the panel and click Next.

The Software License Agreement panel appears.

InstallShield Wizard

License Agreement

Fleaze read the following license agreement carefully.

Frezz the PAGE DOWH key to see the rest of the agreement.

ICLICK wWRAP LICENSE AGREEMENT [93.4166) ﬂ
1. LICENSE AGREEMENT CONFIRMATION; RETURM RIGHT.

1.1 Thiz Click-wrap License Agreement [“Agreement”] [S A CONTRACT between
Bindview Corporation [“Bindyiew' or "uz"] and the individual or company ['Licenzes" or
"wou'] that iz ingtalling a Bindview software package ["Software”]. Certain definitions are
zet forth in Section 2. Section and subparagraph references are to this Agreement except
as othemnwize indicated.
=]

Do you accept all the terms of the preceding License Agreement? If you choose Mo, the
zetup will cloze. To install by-Contral for Active Directory, you must accept this agreement.

IrnztallShield

< Back es Mo

Fig. 6 License Agreement Panel

4 Read the license agreement and click Yes to accept the terms.

22 bv-Control for Active Directory User Guide
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Installing bv-Control for Active Directory

The Start Copying Files panel appears.

InstallShield Wizard

Start Copying Files
Fieview settings before copying files.

Setup has enough information to start copying the program files. 1f you want to review or
change any settings, click Back. |If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Product(z): ;I
bew-Contral for Active Directory

Drestination Directary:
C:\Program FileghBindviewsRRS4

Program Folder:
Bind\figw RMS
Information Server:
Connect to the existing server on: WIN2000\DR-TEST -
Kl _>l_I
IrnztallShield

< Back | Mest > I Cancel |

Fig. 7 Start Copying Files Panel
5 Review the information in the Current Settings area and click
Next.

The InstallShield Wizard - Setup Complete panel appears
once the BindView RMS Console has been installed.

InstallShield Wizard

Bind¥iew RMS Console

Setup has finished instaling byv-Control for Active Directory on
your computer.

¥ Laurich Bindvisw FMS Console
¥ Wiew Fielease Motes

Click Finizh to complete byv-Contral for Active Directory Setup.

< Back | Finizh I Lancel |

Fig. 8 InstallShield Wizard — Setup Complete Panel

6 Select one or both options in the Setup Complete panel.

If you selected Launch BindView RMS Console, the BindView
product installation screens appear while bv-Control for Active
Directory is installed on your machine.

If you selected View Release Notes, the Release Notes for the
bv-Control for Active Directory appears.

2: Setting Up the Product 23
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Installing bv-Control for Active Directory

The Product Installation panel appears, showing which products
have been installed.

BIND VIEW BindView RMS_ Console

y hiEnagement: 2001

Current Task: Start loading products

Complete initialization process 75 % complate

Copyright @ 2000-2003 Bind'dew Development Corporation. Al Aghts reserved

Fig. 9 Product Installation Panel

The BindView RMS Console Configuration Wizard -
Welcome panel appears.

# Bind¥iew RMS Console Configuration Wizard x|

YWelcome to the BindView RMS Console
Configuration Wizard

Thiz wizard will lead you through the neceszary steps to
configure the Bindview RMS Console, which include:

* Add/Remove Products
® Add Licenses
® Add Users

To continue, click Next.

™ Do not shaw this panel again.

< Back I Mext » I Cancel | Help |

Fig. 10 BindView RMS Console Configuration Wizard -
Welcome Panel

7 Click Next to continue.

This opens the Add/Remove Products panel.

24 bv-Control for Active Directory User Guide
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Installing bv-Control for Active Directory

#% Bind¥iew RMS Console Configuration Wizard - Add;/Rem

Add/Remove Products
Add a product by zelecting the box beside the product name; remove a product by
deszelecting the box. Click Mest to add/remove selected products.

Client Yersion 8.0
Server Version 8.0

Installed Product List I | Product Info |
w-Contral fi ctao Description Active Directory Product

< Back I Mest > I Cancel |

Help

Fig. 11 Add/Remove Products Panel

8 Check bv-Control for Active Directory to add to the BindView

RMS Console and click Next.
The Add Licenses panel appears.

#¢ Bind¥iew RM5 Console Configuration Wizard - Add Licen:

Add Licenses
You must add licenzes to the BindWiew Information Server before pou can use
Bindwiew RS products and features. Click Mext to continue.

Add licenzes by: *  Type licenze keys in the tewt box and click Add, o
# Click Browse and select a license file, or
» [rag a licenze file to the license type list.

Licenze Type | erzion | Toatal | Axvailable

Add || Femove | Browse... |

< Back I Mext > I Cancel |

Help

Fig. 12 Adding Licenses

License Type - List of the type of licenses currently installed.

Add - Allows you to add a new license manually.

Remove - Displays the Delete License dialog.

Browse - Allows you to install licenses from a different

location.

2: Setting Up the Product
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Adding Product Licenses

Adding Product To use the products, you must have the required licenses for both
Licenses the Console and bv-Control for Active Directory.

» To add licenses

1 From the Add Licenses panel (Fig. 12), you can add license
codes in the following ways:

- Enter license keys in the text box and click Add.

- Click Browse to browse to the location of the license file and
select the file.

- Drag a license file to the license type list.

Note: A license.txt file can be dragged and dropped into the Add
Licenses dialog.

2 Repeat the process you choose until you have entered all your
BindView product license codes and click Next.

The License Summary panel appears.

Add License Wizard x|
License Summary q
Click each product to view itz licenses. Click Mest to add the licenzes to the
Bindview Information Server. y
(] Missing licenses Added licenses
Products I Licenzes |
(65| Bindview RMS ale Bindview RM5 Console Licenses

bev-Control for Active Directory (4 Bindview RMS Activeddmin Licenses

Activetdmin licenze iz missing. Activedmin will not be functional unless an
Activesdmin icense is added.

< Back I Mext > I Cancel | Help

Fig. 13 Add License Summary Panel

3 Click Next.
This opens the Add License Completed panel.
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Adding Product Licenses

Add License Wizard

Add Licenzes Completed 7
The following licenses have been successfully stored on the BindwWiew |nformation ]

Server. Click Mext to continue.

Licenses Added ;I
Bindview RM5 Console Licenses

byw-Control for Active Directory User Licenses

byw-Cantral for Active Directory GPO Licenses

hd

& *You still have missing licenzes. Thiz may result in incomplete querny reports. You
can go back and add them.

< Back I MNext > I Cancel | Help

Fig. 14 Add Licenses Completed

4 Click Next to continue.

The Add/Remove Products in progress panel appears.

#§¢ Bind¥iew RMS Console Configuration Wizard - Add/

Add/R Products in prog 7
“wait until all products are added or removed. Click Mest to continue,

The system iz now adding/removing products ta, or from the BindWiew RS Console.

¥ by-Control for Active Directory added

Current Tazk:  Initializing Help System

Overall Progress: 100 %

< Back I Mext » I Cancel | Help |

Fig. 15 Add/Remove Products in Progress Panel

When the process has finished, click Next.
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Adding Product Licenses

The Add Users panel opens.

#% Bind¥iew RMS Console Configuration Wizard - &
Add Users 7
Add users by typing the name in the uger list or browse the ugers; define properties
for each uzer. Multiple selection of uzers is allowed. Click Mest to add. -

Uszers — User Propertie:
administrator

IV User is Bindview Admin E quivalent
¥ User can use Activeddmin

IV User can create queries

™™ Enter, or browse for user.

IV User can modify queries
¥ User can create task lists
IV User can modify task lists

v Uszer can launch programs on server as post
process commands

<

Select folder where user can run programs
IE:\Program FilezhBindiewiFk 54bin

< Back I Mext » I Cancel | Help |

Fig. 16 Add Users Panel

6 Add users by typing their fully qualified path in the Users
frame, or by using the browse (...) button to open a dialog for
selecting the desired user.

7 Assign the desired user properties for each added user, click
Next.

The Add Users Summary panel appears, displaying a
summary of the users who were added.

# Bind¥iew RMS Console Configuration Wizard - Add Us |

Add Users Summary 7
The following uzers and their properties have been modified and saved in the

Bindigw Infarmation Server. Click Mext to continue.

Modified Users |
W IN 20004 administrator

< Back I Mext » I Cancel | Help |

Fig. 17 Add Users Summary Panel

8 To continue, click Next.

The BindView RMS Console Configuration Wizard -
Completed panel appears.
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Adding Product Licenses

# Bind¥iew RMS Console Configuration Wizard x|

You have successfully completed the

F
BindVYiew RMS Console Configuration
Wizard.

Summary of tazks completed:

L ¥ &dd/Remove Products
v Add Users

To close this wizard, click Finizh.

< Back I Finizh I Cance| | Help |

Fig. 18 BindView RMS Console Configuration Wizard -
Completed Panel

9 Click Finish to close this panel.

After you have completed the installation process, the MMC
console with the BindView RMS Console snap-in opens (Fig.

'fin BindYiew RMS e . [ B
Jaten vew || & » | E@BIR[EE0E5 |
Tree | BindVisw RMS
[T Binview RMS e [context
{21 Risk Assessment and Control (IRisk Assessment and Control Report Folder
{2 Bindview RMS Corfiguration (ZdBindview RMS Configuration Folder

- (] Named Scopes (CdMamed Scopes Allows For administration of individual Named Scopes.
) be-Contral for Active Directory (Mot Configured)

B by-Cankrol for Active Directary (ot Configured)  Repart on Active Directary

<

Mormal { Getting Started Taskpad /.

Fig. 19 BindView RMS Console

The first time the BindView RMS Console opens with bv-Control for
Active Directory installed, the bv-Control for Active Directory

product is not configured. Configuring the bv-Control for Active
Directory is explained next.
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Configuration Wizard

Configuration Prior to using bv-Control for Active Directory, you must configure
Wizard the bv-Control for Active Directory product.

» To configure bv-Control for Active Directory

Once the BindView RMS Console and Information Server is installed,
the bv-Control for Active Directory Configuration Wizard will guide
you through the steps needed to configure the product.

P
1 Click the Not Configured -'. icon in the Console tree. This will

display the Configuration Wizard & icon in the Details pane.

"fii Bind¥iew RMS',by-Control for Active Directory (Not Configured). = =101 |

| acren vew | & » | E @B @888 %5 N

Tree | brv-Cantrol for Active Dirsctory (Mot Configured)
q

A Risk Assessment and Contral

(] Bindview RMS Corfiguration

{2 Named Scapes

{B bu-Conirol Far Active Directory (Not Configured)

< 1]

| | y

Fig. 20 Starting the bv-Control for Active Directory
Configuration Wizard

2 Double-click the Configuration Wizard icon.

The bv-Control for Active Directory Configuration Wizard
appears.
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Configuration Wizard

bv-Control for Active Directory Configuration Wizard : x|

‘Welcome to the bv-Control for Active
Directory Configuration Wizard

Thiz wizard will lead you through the necessary steps to
configure the credential for by-Control for Active Directary.

Tocontinue, click Next.

[ Do not show this panel again,

< Back I Mext > I Cancel | Help |

Fig. 21 bv-Control for Active Directory Configuration Wizard
-Welcome Panel

3 Click Next.
The Add Credential Databases panel appears.

by-Control for Active Directory Configuration Wizard - Add € il

Add Credential Databases i "
Add ciedential databases to the Information Server. Click. on Modify to change the T

database's password. Click Nest to continue.

Credential D atabazes

D atabaze Mame |:|
~¥ [Produrtion [ atabase] |

< Back I Mext > I Cancel | Help |

Fig. 22 Add Credential Databases Panel

Enter a Database Name.
5 Click Next.
The Create New Database dialog appears.
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Configuration Wizard

by-Control for Ac Conl gural x|

Add Credential Databases i "
Add credential databazes to the Information Server. Click, on kModify to change the 5

database's password. Click Nest to continue.

Credential D atabases

| D ey
~ real

e New Database

Password I xxxxxx Cancel |

Werify Password: I xxxxx 1

< Back | Mext > | Cancel | Help |

Fig. 23 Create New Database Dialog

» To add a database
6 Enter a password and verify this password for this database.
7 Click OK and then click Next to load the credentials.

The Select Credentials panel appears.

by-Control for Active Directory Configuration Wizard - & x|

Select Credentials i A
Select the credential databases for each product and add credentials to the 7
credential databases. Click Mest to continue.

Products Credential Database

bey-Cantrol for Active Directory Iwin2DD j
Fesource Objects Credentialz

D Specify Credentials 35 | I%W’INNDD

o™ Microsoft Metwork 1

% Enterpriee Directories com

< Back I Mext > I Cancel Help

Fig. 24 Add Credentials

» To add credentials and apply a credential database to a
user

1 Select a domain under Resource Objects to open the
Additional Settings dialog.
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Configuration Wizard

by-Control for Active Direck x|
Select Credentials i A
Select the credential databaszes for each product and add credentials o the 7
credential databases. Click Nest to continue.

Products Credential Database
I RN Additional Settings

Resource OB Domain Credential
=[] Spec

C SBIS UserName (E.g ABBNohn] [
[ i~ Micrc
E% Enter Pazsword I

X

& é
g [ ok | cancel | Help |
| LD
<Back | MNew> |  Cancel Help

Fig. 25 Additional Settings

2 Click OK.

The bv-Control for Active Directory Configuration Wizard - Assign a
Credential Database to Each User panel appears.

by-Control for Active Directory Configuration Wizard - Assig x|

Aszsign a Credential Database to Each Uszer i "
Azzign one databaze to each user. Select multiple row in the credential databaze 1

column to assign the same database to multiple users.

Uszer-Credential Databaze

Credential D atabase |

[Mone] j

Froduction Database

[ administrataor

None

< Back I Mext > I Cancel | Help |

Fig. 26 Assign a Credential Database to Each User Panel

3 Click the drop-down list box and select a database.
4 Click Next.
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Configuration Wizard

The bv-Control for Active Directory Configuration Wizard -
Summary panel appears.

bv-Control for Active Directory Configuration Wizard - Sumi x|

Completing the configuration wizard for
bw-Control for Active Directory.

The following users have a credential database assigned to
thern:

wfIN 2000 administratar Production
D atabase

To close thiz wizard, click Finish.

< Back I Finizh I Cancel | Help |

Fig. 27 bv-Control for Active Directory Configuration Wizard
- Summary Panel

5 Click Finish to close the wizard.
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Credential
Database

Credential
Requirements

Credential Database

The BindView RMS Console Job Processor is running as a local
system account. Because the Job Processor is running locally, it has
no network credentials. To collect information from the resource
objects you are querying, the Information Server must have rights
to those objects. A credential database provides the Information
Server with the necessary credentials to authenticate the user of
those resources. The Console uses the credential data so that the
Information Server can logon to the resources during query
processing and obtain information it needs to generate the results.
Once a credential database is created, you must add that credential
database to the user’s account.

To configure the Console with the credential databases, you must
perform the following tasks:

¢ Create a credential database

Add a database

Add credentials to the credential database

Assign a credential database to a user

To create a credential database

You can create and configure credential databases for each user to
meet their requirements.

1 From the console, click the BindView RMS Configuration
folder.

"7 Bind¥iew RMS! =lal =i
| action view |J<)=-D|||I§“EI°QE§1 |
Tree | Bindview RM3 Configuration

| e —rT Name__/ | Description
-2 Risk Assessment and Cantral &y, Credentials Manager Allows you to manage credentials,
24 Bindview RMS Configuration &8, clobal Report Style Settings Allows you to edit the default print settings For all users,
~[ ] Hamed Scopes ELicense Manager Allows you to add and delete BindView licenses,
@ brv-Control for Active Directory & User Manager Allows you to add, delete, and modify Bindview RMS users,

4| | 2
| | 2\ mormal £ Bindview RMS Configuration

Fig. 28 Console Setup

2 Double-click the Credentials Manager% icon in the details
pane.
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Credential Requirements

The Credentials Manager dialog appears for creating a
credential database.

Credentials Manager x|
Cloge I
Help |

r— Credential Operations

[atabaze Operations

sad | Do | add || Dok |

Modiy | | Refesh | Madiy | | Refiesh |

Fig. 29 Credentials Manager Dialog

» To add a database
3 Click Add under Database Operations.

The Create New Database dialog appears for creating a
credential database.

Create New Dat.

D atabaze Mame: IActiveDirectoryD atabase 0k

Password: L

xxxxxx Help

did.

Werify Password: I

Fig. 30 Create New Database Dialog

4 Enter a Database Name.
5 Enter a password and verify the password for this database.
Click OK.

» To add credentials
7 Click Add under Credential Operations.
The Add Credentials dialog appears (Fig. 31).
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Credential Requirements

Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]

+ Microsaft Metwark.
%5 Enterprize Directories

Aidd Configure Dynamic Indexing
— Selected |tem(z]
Eemove | Iodify Credentials |

Ok I Lancel | Lpply | Help |

Fig. 31 Add Credentials Dialog

Note: For information on Available Item(s), which includes Specify
Credentials, Microsoft Network, and Enterprise Directories see
“Multiple Forest Support” on page 55.

8 Select the Domain Controller (DC) from the main forest you
want to add credentials for and click Add.

The Domain and Credential tab appears.

Credentials il

Domain and Credertial I

Domain DNS Mame (E.q. ABE.com) I
Uger Mame [E.g. ABBAjohn] I
Pazsward I

,TI Cancel | Help |

Fig. 32 Domain and Credential Tab

9 On the Domain and Credential tab, enter the Domain
Name\User Name and Password. Click OK.
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Credential Requirements

The domain name\user name may be entered by either using a

backslash \ to separate domain name and user name or by entering
the user logon name. For example,

WIN2000\Administrator

10 The Add Credentials dialog reappears. The domain is listed
under Selected Item(s).

Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]
E‘D Spec

+ Micro
=E Enterprize Directonies
Directory - O-4pricot.Lab
: Diirectory - g-arugula.lab

Diirectory - win2000. bindview. com [Local)

Add Configure Dynamic Indexing

— Selected |tem(z]

% Generic Credential

Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 33 Adding Credentials

Note: “Local” refers to the Information Server being installed in this
forest

11 To add credentials to multiple databases, repeat Steps 8
through 10.

12 Click OK only when all domains have been added.
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Assign a Credential Database to a User

The Credentials Manager dialog reappears showing the
credential you added (Fig. 34).

4, Credentials Manager

B8] A ctiveDitectonD atabase

— Credential Operations————————— Databaze Operations————————
add | | Do | add | Delete |
oty | Fefeshi | Modiy | Refresh |

Fig. 34 Credentials Manager Dialog

13 Click Close.

Assign a Credential Once a credential database is created, you must add the credential
Database to a User database to the user’s account. You can attach users to the machine
in the local domain where the currently selected Information Server

is running or they can be attached to a domain trusted by the local
domain.

» To assign a credential databaseto a user

1 Double-click the User Manager icon in the details pane to
show the User Manager dialog.

E
| Jzer Hame | Display Hame
Wil o

i

odd.. | Moy | Dekie | Help | Close

Fig. 35 User Manager Dialog

2 Select a user name and click Modify.
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Assign a Credential Database to a User

The <User> Properties dialog appears (Fig. 36).

WIN2000' administrator Properties x|
Credential D atabases I Export Settings I
General | T azk List | Query Info

g WM 2000%administrator

Dizplay Mame:

IV |5 Bindhiew Administrator

To Add/Remaove uzers or assign BindYiew Adminiztrator status
ta a uzer, you must be bath a Bindview Administrator and a
local Administratar on the Bindview Information Server.

Ok I Cancel | Help |

Fig. 36 <User> Properties Dialog

3 Select the Credential Databases tab.

WIN2000' administrator Properties |
General | Task List | Query Info |
Credential Databases | Expart Settings

Credential D atabase: Im j'

Password: I

ok I Cancel | Help |

Fig. 37 Credential Databases Tab
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Assign a Credential Database to a User

4 Select the database name from the Credential Database
drop-down list.

5 Enter the password that is assigned to the database.
6 Click OK to return to the User Manager dialog.
The User Manager dialog reappears (Fig. 38).

| '€ User Manager x|

bdd.. | Modiy... | Delete | Help | Close

Fig. 38 User Manager Dialog

You can add, modify, or delete users by selecting the
appropriate buttons. For more information on how to add or
modify users, refer to the BindView RMS Console and
Information Server v8.00 User Guide.

7 When you have completed this process, click Close.
You have added the credential database to the user’s account.
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Uninstalling bv-Control for Active Directory

Uninstalling Removing bv-Control for Active Directory can be accomplished in
bv-Control for the following process:
Active Directory

» To uninstall bv-Control for Active Directory
1 Close all applications running under Windows.

2 Click Start from the task bar.
3 Select Settings, and click Control Panel.
4

From the Control Panel, double-click Add/Remove
Programs.

1ol x|
| Fle Edt Vew Favortes Took Help ‘
| #=pack @ search  [yFoiders (BHistory | S T X =
| acress [ Control Panel = o |
Name_ [ Comment -
(€] accessibilty Options Custamizes accessibiltty Features for your computer
Add/Removs Hardware Installs, removes, and troubleshoots hardwars
Add grams Installs and removes programs and Windows components
| il administrative Taols Configures administrative settings for your computer
Sets the date, time, and tims zone For your computer
Display Custamizes your deskiop display and screen saver
mFD‘\jEF Options Customizes the display of files and folders, changes file associations, and makes...
4]Fonts Displays and manages Fonks on your computer
%Game Contrallers Adds, removes, and configures game controller hardware such as joysticks and ...
@Intemet Options Configures your Internet display and connections settings
Keyboard Custonizes your keyboard settings
Mail Microsoft Outlook Profiles
% Mouse Custorizes your mouse settings
31| Network and Dial-up Connections  Connects to other computers, networks, and the Internet
Phane and Madem Options Configures your telephone dialing rules and madem praperties |
44 Power Options Configures energy-saving settings For your computer
Printers #dds, remaves, and configures local and network printers
@ Regional Options Custamizes settings For display of languages, numbers, times, and dates
) 5canners snd Cameras Configures installed scanners and cameras
Scheduled Tasks Schedules computer tasks to run autamatically _I;I
4| | >
[Installs and remaves programs and Windows components [ | 7

Fig. 39 Control Panel Window

5 From the Add/Remove Programs properties dialog, select
bv-Control for Active Directory, and click Change/Remove.

emoyve Programs - |0 5'
Currently installed programs: Sork by:l ame -

[} Adabe Acrobat 5.0 Size 12.4mB 2]
@ Bindievs by-Admin for Microsoft Windows Migration 7,20 Size 52.6MEB
'%] Bind¥iew RM3 Console and Information Server Size 112ME

‘tii bv-Control for Active Directory

ﬁ McAfee Virusscan Size 16.2MB
q Microsoft Office 2000 Professional Size 156ME
ﬁ Microsoft SQL Server Deskkop Engine Size 74.7MEB
Snaglt & Size 10, 2MB

Terminal Services Client Size: 1.26MB
Wiware Workstation Size 18.8MB
ﬁ ‘Windows 2000 Administration Tools Size 28.5MB

5 Windows 2000 Hotfix - KBE24146 -
%) windows 2000 Service Pack 3

i sbtindrws 0NN S nnnrk Tank: Size 18 GMR LI

Fig. 40 Add/Remove Programs Dialog
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Uninstalling bv-Control for Active Directory

The InstallShield Wizard appears and will guide you through the
steps for repair or removal of programs.

InstallShield Wizard

Welcome

Riepair or remaove the program,

‘welcome ta the by-Control for Active Directory Setup Maintenance program. This program lets you repair or
remave the cument installation. Click ane of the options below.

© Repair

@ Rieinstall all pragram features installed by the previous setup.

1 Remave

@ Femove all installed features.

InstaliGhield

¢ Back Next > | Cancel |

Fig. 41 InstallShield Wizard - Repair or Remove the Program

6 To remove bv-Control for Active Directory, select Remove and
click Next. You will be prompted to confirm that you wish to
remove the product.

7 Click OK to completely remove bv-Control for Active Directory.

The InstallShield Wizard appears with the Maintenance
Complete panel.

InstallShield Wizard

Maintenance Complete

InstallShield \wWizard has finished performing maintenance
operations on by-Control for Active Directory.

< Back | Finizh | Lancel

Fig. 42 Maintenance Complete Panel

8 Click Finish to close the wizard.

Note: For information on how to uninstall the BindView RMS
Console and Information Server, refer to the BindView RMS Console
and Information Server v8.00 User Guide.
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Uninstalling bv-Control for Active Directory
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Using the Product

In This Chapter

Query-Related Features.........cocevviennnnn.
Query Building Process........cccvvivviiinnnnnn.
Multiple Forest Support ......ccooviivviiinnnnn.
Running @ QUEery ....ooiiiiiiiiiii i
Displaying Query Results ...........covvvivenns
Baselining...ccooovviiiiiii e
Task LiStS .ovvveiiiiii i
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Group Policy Objects (GPOs) Functionality
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Query-Related Features

Query-Related
Features

Understanding a
Query

Creating a Query

Query Building
Process

Defining a Query

bv-Control for Active Directory provides the following features to
help administrators gather and manage their Active Directory
environment:

e Building a query

e Saving a query

e Running a query

e Displaying query results
¢ Baselining

e Building a task list

A query is a series of structured questions posed to obtain specific
information about the Active Directory structure. The query results
are returned in the form of a Grid, Chart, or Report that can be
viewed on-screen or printed.

System administrators use various administrative tools, such as
Active Directory Users and Computers, to monitor system, security
and application issues. This task can be a difficult process
depending on how much data you have to query.

By querying with bv-Control for Active Directory, administrators can
centrally view objects without having to manually scan through
Active Directory. Using the Query Builder process, administrators
can create a report that is specific to the data sources and fields of
the query.

Query Building is a tool used to create a query. To create a new
query, you must select the appropriate data source, field
specification, filter specification, sort specification, and the scope of
the query. Once the specifications have been made, you can run the
query. To accomplish this process, selections must be made from
two dialogs: the Data Source dialog and the Query Builder dialog.

For more information on the Query Building process, refer to the
BindView RMS Console and Information Server v8.0 User Guide.

The first step in defining a query is determining what information
you want to gather about your Active Directory environment. When
defining a query, you use the Data Source dialog and Query
Builder dialog to specify the information you want and the manner
in which you want it collected. The dialogs used to create a new

query are accessed from the New Query g icon on the BindView
product toolbar.
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Defining a Query

» To create a query

1 From the BindView RMS Console, click the New Query g icon
on the BindView product toolbar.

The Select Data Source dialog appears (Fig. 43).

Note: To view the Internal Data Source module, you must check
the Show Advanced Data Sources option.

2 Click the plus (+) sign to expand the list of available data

sources.
Select Data Source 21xl
™ Show Advanced Data Sources
Ea bv-Contral for Active Directory Cancel |
B0 Computers
. D Connections Help |

I 1 contacts

I 1 Containers and OUs
Darmains

D Effective Trustees

7| Group Palicies

D Group Policy Administrative Template Settings

D Group Policy Software Settings

D Group Policy Windows Settings

D Groups

D Servers

710 Site Links

#-| ] sites

D Users

Descripkion:

;I
e

Fig. 43 Select Data Source Dialog

3 Select the data source to be queried, and click OK.

The Query Builder dialog appears (Fig. 44).
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Defining a Query

Field Specification Tab

>

48

The Query Builder dialog allows you to select the specific
information you need to generate a query. By adding fields to a
query, you define which fields of information bv-Control for Active

Directory will collect when a query is executed.

Query Builder - Untitled by-Control for Active Directory Users ﬂ
Field Specification | Filter Specificationl Sart Specificationl Scopel
Filter Field Mames: I j Apply |
Available Fields | Field Infa... |
=] a Users
B Al Fields
=] Date/Time...
; =] Time...
D Diakin
D Raw Directory Attributes Add |
H Teminal Services
Selected Fields | Femove |
=] Active Directory Path
=] Full Mame
=] Date /2372001 Fizmnevz Al |
[rescriptor |
Field Dretails |
QK I Cancel | Help |

Fig. 44 Query Builder Dialog - Field Specification Tab

To add a field to a query
4

On the Field Specification tab of the Query Builder dialog,

select the desired field from the Available Fields list. Click

Add or double-click the field.

The fields you select will appear in the Selected Fields box.
Fields appear in the dataset in the order they appear in the
Selected Fields list. You change the field order by dragging
fields to the desired position. You can also select multiple fields
by pressing the Ctrl key and clicking on each field you want to

select.
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Defining a Query

Filter Specification Tab When defining a query to include a specific field or fields, bv-Control
for Active Directory will examine every available occurrence of that
field or fields. However, you can define a filter to instruct bv-Control
for Active Directory not to display all occurrences. You can filter the
fields by using the Filter Specification tab. Multiple filters can be
grouped using the Add or Remove buttons, and further grouped
through the use of parentheses.

For more information on filters, refer to the BindView RMS Console
and Information Server v8.00 User Guide.

Query Builder - Untitled by-Control for Active Directory Users QuUe x|

Field Specification ~ Filter Specification | Sort 5 pecification I Scope |

Filter Field Names; | T |
Livailable Fields I;I Field Infa...
= a Uzers |
Ela Al Fieldz
=] Active Directory Path
=] Accountls Sensitive And Cannct Be Delegated
=] Account |s Disabled
Account |2 Trusted For Delegation Add
=] Account Locked Dut 4|
=] Active Session Limit
Address LI
Operator | Expression | fef adifiy....
Account s Trusted For Delegation |5 True
Femowve
Femaye &l
Descriptar...
ANDOR

Add ﬂ J Remove ﬂ J

ak. I Cancel Help

Fig. 45 Filter Specification Tab

» To define a filter

5 Use the Available Fields list to select the field where you want
to apply a filter.

6 Click Add.
The Filter Term Definition dialog appears.
X
‘ & SpecificValue O SpecialValue O AnotherField O Prompt User ‘ Ok |
clive Session Linit Cancel |
|Equal To =l Help |

Specily a value:

Fig. 46 Filter Term Definition Dialog

3: Using the Product 49

© 2002-2004 BindView Corporation. All Rights Reserved



Defining a Query

Select the desired filter option. For more information on filter
options, refer to the BindView RMS Console and Information
Server v8.00 User Guide.

In the Specify a value text box, enter a specific value for the
filter and click OK.

The Query Builder dialog reappears showing the filter that
was just added, as shown in Fig. 45 on page 49.

Sort Specification Tab The Sort Specification tab allows you to change the way information
is sorted. Using the Toggle Sort button, a sort can be set to either
ascending or descending order. Another feature is the ability to
determine how the product will handle records with duplicate sort
keys, by selecting an option button from the Select Duplicate Key
Options.

10
11

Query Builder - Untitled by-Control for Active Directory Users ll

Field Specificationl Filter Specification  Sort Specification | Scopel

Available Fields | Field Infa...
[uctive Directory Path
Description
Add |
Selected Fields |
2] FulMame
Toggle Sort |
Femove |
Bemoyve Al |
— Select Duplicate Key Optian:
& &llow Records with Duplicate Key
" Only &llow Fecords with Duplicate Key
" Suppress Records with Duplicate Key

QK | Cancel | Help I

Fig. 47 Sort Specification Tab

From the Sort Specification tab, use the Available Fields list
to apply a sort specification.

Highlight and Add the field to the Selected Fields list.
Click OK to save the order.
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>

Defining a Query

The last component of a query is Scope. Using the Scope tab, you
can select the items you want to query, and limit the area of the
report. This will reduce the amount of time it takes to receive query
results.

A scope consists of user-selected scope items. Since the
Information Server only queries the resource objects indicated by
the scope, you can use scopes to significantly reduce the time it
takes to retrieve a dataset.

The Add Scope button adds the resource object selected in the
Available Item(s) box to the Selected Item(s) box and to the scope.

Using Configure Dynamic Indexing reduces the display time of the
scope items on the Scope tab and quickly finds selected scope items.

Query Builder - Untitled b¥-Control for Active Directory Conn ﬂ

Field 5pecification I Filter Specification | Sort Specification  Scope |

— Awailable [kem(s]

3 ‘@ Drefault

D My Enterprise
D Genenic Scopes
D Named Scopes

Add Scope | Configure Dynamic Indexing
— Selected ltem(z]
@ Drefault
Femove Scope Save az Named Scope | Addtional Sethings

ak. I Cancel | Help |

Fig. 48 Scope Tab

Note: The default scope is the contents of the current credential
database.

The Scope tab requires you to select a Named Scope. The Named
Scope determines which files, folders, or servers the Query Builder
will use to obtain information. You have a choice to either define
and save a Named Scope or select from a previously saved Named
Scope to query.

To select from a previously saved and existing Named Scope, see
“To select an existing Named Scope” on page 53.

To define a Named Scope

1 On the Scope tab of the Query Builder dialog, expand the
folders in the the Available Item(s) box to the area where
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Defining a Query

you want the query to begin its search and select the
appropriate items.

Query Builder - Untitled by-Control for Active Directory Conn ﬂ

FieIdSpecificationI Filter Specification | Sort Specification  Scope

—Awvailable |tem(z]

-@ Default

{1 My Erterprise

Generic Scopes

E Active Directory Path
-] Named Scopes

Aidd Scope | Configure Dynamic Indexing |
— Selected |tem(z]
@ Default
Femove Scape Save as Mamed Scope | Additional Settings |

QK I Cancel | Help |

Fig. 49 Scope Tab - Defining the Scope Area

2 Click Add Scope.
The Additional Settings dialog appears (Fig. 50).

Additional Settings Depending on which data source you selected, the Additional
Settings dialog is displayed to give you additional advanced scope
filter options.

Additional Settings x|

Aidsi Scope |

= Base: Thiz object only
= One Level: Orly the children of this object
{+ Subtree: This object and all child objects

Guerying Domain IW\N2DDD\Administla\
Quemning DM IW’\NZUDD

Cancel | Help

Fig. 50 Additional Settings Dialog - Adsi Scope Tab

3 Select a level you would like to scope.

- Base applies scoping to a selected folder.

- One Level Only applies scoping to a selected folder and the
contents of the selected folder.

- Subtree applies scoping to a selected folder, sub-folders, and
all items contained in the folders.
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Defining a Query

Click OK. The Query Builder dialog of the Scope tab reappears
(Fig. 49). The Named Scope you added appears in the
Selected Item(s) box.

» To save the Named Scope

5

6

From the Selected Item(s) box, select the Named Scope you
want to save.

Click the Save as Named Scope button.
The Named Scope dialog appears.

Named Scope

Enter a name For this named scope:

|bvad_tesﬂ

Ok I Cancel |

Fig. 51 Named Scope Dialog

Enter a name for the Named Scope.

Click OK.
The Named Scope is saved in the Named Scopes folder.

Query Builder - Untitled by-Control for Active Directory Conne x|
Fiekd Speciication | Fiter Specification | Sort Specification  Seape |
—~ Bwalable ltemls]
4 Default
{1 My Enterprise
£ Generic Scopes
i L[E] Active Ditector Path
-0 Named Scopes
R brad_test
Add Goope Configure D pnamic Indering
~ Selected ltem(s)
15} Default
Femove Scope Save as Named Scope | Additional Settings

0K | Camced | Heb |

Fig. 52 Named Scopes Folder

» To select an existing Named Scope

1

From the Named Scopes folder (Fig. 52), select the Named
Scope you want to query.

The Named Scope you selected appears in the Selected
Item(s) box.

Click OK.
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Saving a Query Definition

Saving a Query A query’s definition is referred to as the Query Binder by the

Definition BindView RMS Console. By default, the Query Binder file will be
saved in the My Items folder, a subfolder found in the Risk
Assessment and Control folder of the BindView RMS Console. If
you wish to save your Query Binder in a different location, you may
do so by browsing for the location and selecting it.

» To save a New or Modified Query

1 Choose the Save option when the Query Options dialog
appears. Then click the Save button.

Wigw Eum
& G
Girid Modify |
' Chart Chart Settings... |
Save |
" Report
Help |
Cancel |

Fig. 53 Query Options Dialog - Selecting a View As Option

The Save Query dialog appears (Fig. 54).

Browse in Folder: I'I,My Tkems ﬂ T;l

Selection Mame: I [

Save Type: I Query Binder and Shorkeut allowed

QK I Cancel Help

Fig. 54 Save Query Dialog

2 Enter the name of your Query Binder in the Selection Name
field and click Save.

The Query Options dialog reappears. Select a View As type
option to run, modify, or save another query, or click Cancel to
close this dialog.
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Multiple Forest
Support

Requirements

Multiple Forest Support

This feature allows you to report on different Windows® 2000 and
Windows Server™ 2003 forests. You can install your BindView
Information Server in one forest and report on that forest and other
forests on your network without physically installing the BindView
Information Server in other forests. You can also install the
BindView Information Server on a Windows 2000 or Windows
Server 2003 machine within an NT4 domain and report on other
Windows 2000 and Windows Server 2003 forests on your network.

Multiple forest support relies on your DNS configuration. The DNS
must be configured properly and the BindView Information Server
must be installed on the machine where the DNS name resolution is
working properly. The Global Catalog server and at least one
Domain Controller in the domain must be reachable from the
BindView Information Server.

Three options for using the multi-forest feature are:

¢ Specify Credentials
e Microsoft Network
e Enterprise Directories

The option you choose depends on your network configuration.

Using Specify Credentials

This feature allows you to enter credentials for the domains that are
not seen in the Microsoft Network folder. The Specify Credentials
option assumes that the domain can be reached from your BindView
Information Server. This feature requires the DNS name of the
domain that you want to use.

1 In the BindView RMS Configuration folder, open the
Credentials Manager% icon in the details pane.

9, Credentials Manager x|
- a’ Production D atabase Cloge I
Help |

r— Credential Operations Databaze Operations

ped | Do | sdd | Dekte |

Modiy | | Refiesh | Modiy | Refresh |

Fig. 55 Credentials Manager Dialog
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2 Click Add under Credential Operations.

The password prompt appears.

Enter database password:

pr—
I 1 Cancel

Fig. 56 Password Dialog

3 Enter the database password and click OK.
The Add Credentials dialog appears.

Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]
ED Specify Credentials

Specify Domain

Microsaft Metwark.
-5 Enterprise Directories

Add Configure Dynamic Indexing
— Selected |tem(z]
Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 57 Add Credentials Dialog

4 Double-click Specify Credentials or click the Add button to
open the Specify Domain.
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5 Double-click Specify Domain. The Domain and Credential tab
will open in the Credentials dialog.

Add Credentials x|

be-Canitral for Active Directon |

— &wvailable ltem(s)

ED Specify Credentials
o 4] Specify Domain
% Microsoft Network:

Enterprize Directories

Credentials x|

Domain and Credential

Damain DNS Mame (E.0. ABE.com) ||
Uszer Hame [E.g. ABB%john] I

Passward I
wing |
— Selected Ok I Cancel I Help |
Remave | I adify Credentials |
] 4 | Cancel | Apply | Help |

Fig. 58 Domain and Credential Tab Dialog

6 Enter the Domain DNS Name, Domain Name\User Name, and
Password.

The domain name\user hame may be entered by either using a
backslash \ to separate domain name and user name. For
example,

WIN2000\Administrator
7 Click OK.

The added credential will be listed as a Generic Credential
under Selected Item(s).
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» Using Microsoft Network

Use this option to select available domains listed in your Microsoft
Windows network or Network Neighborhood. This typically is the list
of domains seen by your network browser.

1 Follow steps 1 through 3 in “Using Specify Credentials” on page

55.

2 Double-click Microsoft Network when the Add Credentials dialog
is open.
x|

be-Contral for Active Directory |

—Awvailable |tem(z]

Aidd Configure Dynamic Indexing
— Selected |tem(z]
Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 59 Add Credentials Dialog With Microsoft Network
Selected

The list of available domains within the Microsoft Network
appear in the Available Item(s) panel.

3 Double-click on a domain from the Available Item(s) to open
the Credentials dialog.
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Add Credentials x|

be-Control for Active Directory

— dweailable tem(z)

Doz

E20000

LEAGE

NTASTROS

Q-CAB

Credentials x|

Dromain Credential

Usar Mame [E.q. AEBSjohn) ||
[]...% Pazswaord I

u] I Cancel | Help | ﬂl

-
:
o
-
:

£

—Selected |

Femave I Fdodify Credentials I

Ok | Cancel | Appli | Help I

Fig. 60 Domain Credential Dialog

4 Enter the Domain Name\User Name and Password.

The domain name\user hame may be entered by either using a
backslash \ to separate domain name and user name. For
example,

WIN2000\Administrator

5 Click OK in the Credentials dialog. The credential is added
under Selected Item(s).
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Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]
-] WEZDOMAIN |

--35] Z00
[]---% Enterprize Directories -
Add Configure Dynamic Indexing |
— Selected |tem(z]
E5JwiNz000

Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 61 Add Credentials Dialog - Complete

6 Click OK to close this dialog.
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» Using Enterprise Directories

This feature allows you to select a domain from your forest domain
tree. This tree is created using the information entered in the
credential database. It does not automatically browse your network
to find all the forests. By default, your local or native forest will be
seen. If you added another domain that resides in a different forest,
the additional forest will be seen.

1 Follow steps 1 through 3 in “Using Specify Credentials” on page
55.

2 Double-click on Enterprise Directories to open the available
directories from the Available Item(s).

Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]
D Specify Credentials
[l Microsoft Network

Enterprize Directories

Aidd Configure Dynamic Indexing
— Selected |tem(z]
Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 62 Add Credentials Dialog With Enterprise Directories
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Add Credentials x|

be-Contral for Active Directory |

—Awvailable |tem(z]

D Specify Credentials
Microsoft Metwark,

- Diirectory - Q-Apricat. Lab
=3 Directaory - win2000. bindview. com [Local)

Aidd Configure Dynamic Indexing

— Selected |tem(z]

Femove | Modify Credentials |

QK I Cancel | Apply | Help |

Fig. 63 Add Credentials Dialog — Directories

3 Double-click on a directory to open the available domains (Fig.
64).

Add Credentials x|

bew-Contral for Active Directory

—Awvailable |tem(z]
D Specify Credentials
7. 1 Microsoft Metwork
= Enterprize Directornies
E@ Directony - win2000.bindview. com [Local)
addev3.w2kdev. bindview. com
b1 win2000. bindview. com

cherubim. bindview. com
eker.cherubim. bindview. com

wzkdev. bindview. com
win2000. bindview. com

Aidd Configure Dynamic Indexing

— Selected |tem(z]

Femove | Lredentials |

QK I Cancel | Apply | Help |

Fig. 64 Add Credentials Dialog - Available Domains
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4 Double-click on a domain, or select a domain and click Add to
open the Domain Credential tab of the Credentials dialog.

Add Credentials x|
bew-Control for Active Directong |
— dwailable [tem(z)
=[] Speciy Credentials
[ Microsoft Network
= - Enterprize Directories
-- Directory - ad. bindview. com
=8 Diirectory - win2000.bindview. com [Local)
; b1.win2000. bindview. com
; cherubim, bindview. com
Credentials x|
Domain Credential
User Mame [E.q. ABBSjhr) ||
Pazswaord I
exing |
Ok I Cancel | Help |
— Selected |
Eemave | I adity Credentialz |
Ok | Cancel | Aol | Help |

Fig. 65 Credentials Dialog

5 Enter the Domain Name\User Name and Password. The user
name is “sAMAccountName”, which is the user logon name
format.

Note: The sAMAccountName property is a single-valued property

that is the logon name used to support clients and servers from a

previous version of Windows (such as Windows NT 4.0 and earlier,
Windows 95, Windows 98, and LAN Manager.

6 Click OK in the Credentials dialog.

The credential is added under Selected Item(s).
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Add Credentials x|

bew-Contral for Active Directory

—Awvailable |tem(z]
D Specify Credentials

% Microsaft Metwark.

[=-%g Enterprise Directories

E@ Directony - win2000.bindview. com [Local)
addev3.w2kdev. bindview. com
b1 win2000. bindview. com
cherubim. bindview. com
eker.cherubim. bindview. com
wzkdev. bindview. com
win2000. bindview. com

Aidd Configure Dynamic Indexing

— Selected |tem(z]

% addewv3.w2kdev. bindview. com

Remove | Credentials |
QK | Cancel | Apply | Help |

Fig. 66 Add Credentials Dialog - Complete
7 Click OK to close this dialog.

» Using Configured Forests

This is the list of forests that bv-Control for Active Directory will
display in the Enterprise Directories folder in the Credential
Manager dialog. This list is generated as you continue entering the
credentials for different domains in your credential database. Every
new domain added to the credential database is verified and its
forest information is recorded in Configured Forests. This domain
need not always be the root of your forest. Any child domain will
also cause the forest information to be entered in this folder.

Removing the credentials from the credential database does not
remove the recorded forest information and it will continue to
appear in the Enterprise Directories.

To stop a forest from being displayed in the Enterprise Directories,
you must delete it from the Configured Forests folder.

1 In the details pane of the bv-Control for Active Directory
Configuration folder in the BindView RMS Console, open the
Configured Forests folder.
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Configured Forests x|

Forest Root Domain(s) :

win2000.bitdview. com Delete |
Delete Al |

] I Cancel | Help

Fig. 67 Configured Forests

2 Select the forest you want to delete and click Delete. If you
wish to delete all forests, click Delete All.

3 To complete the delete process, click OK. The selected forest is
deleted and the Configured Forests dialog closes.

If you wish to cancel the delete process, click Cancel. The
Configured Forests dialog closes but when it is reopened, the
forest you previously selected to delete remains in the list.

After you enter the credentials, bv-Control for Active Directory
verifies the credentials before they can be used to run a query. This
verification process does not verify the account password. It only
verifies that the account name exists in the domain.

The Refresh button in the Credentials Manager dialog can be
used to update the account properties if the user is moved between
domains in a forest. The bv-Control for Active Directory product
indicates the verification results by displaying the appropriate icon

for that credential. A credential with a question mark % icon
indicates that the account could not be verified. The bv-Control for
Active Directory product can use this credential to run a query on
objects in the specified domain. A credential with a red line across

the % icon indicates that the account is invalid and that the
bv-Control for Active Directory product will not use this account to
run a query. A credential without any such overlays indicates that
the account was verified and can be tracked.

Note: The credential verification process does not use the password
entered in the credentials. This process uses the BindView
Information Server security context.
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If your remote domain or forest does not grant anonymous access
rights to the domain object, the credential verification will not

succeed. You will see a question mark % icon in the credential
entry. This means that there is no certainty of the accuracy of the
account name entered.

Running a Query When you run a query, the settings you defined in your query

definition are polled for the information you requested. The results
are returned in the selected view type: Grid, Chart, or Report.

Queries can be launched from two places:

e A new Query Options dialog

e An existing Query Binder

The Query Options dialog appears after you click OK on the
Query Builder dialog. The following is an example of a query being
run from the Query Options dialog. For detailed information on

how to run a query from an existing Query Binder, refer to the
BindView RMS Console and Information Server v8.0 User Guide.

» To run a query

1 In the View As option box of the Query Options dialog, select
the view type you want for the query results.

Query Options

Wigw Eum
& G
Girid Modify |
' Chart Chart Settings... |
Save |
" Report
Help |
Cancel |

Fig. 68 Query Options Dialog

2 Click Run to execute the query.

The results of the query will be displayed in the view type you
selected: Grid, Chart, or Report.

Task Status The Task Status message, shown in Fig. 69, offers you a quick and
Monitoring easy way to monitor and manage your tasks while they are running.

66

The Task Status message displays the status of Error, Successful,
Incomplete, Waiting, or Running.

The Task Status message can be accessed by clicking on the Task
Status =} icon.

For example, while waiting for your query results, you may want to

open the Task Status message to view the status of your query.
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The message will tell you if the query is still processing, or if it did
not process due to an error (see Fig. 69).

B8 Task Status - DR-TEST =1o] x|
Actions
Job Identifier | Mame | Type | Stat 5 | End | Dretails

039 Untitled be-Control for Active Directory Users Query  Query  1/27/2003 3:27:35 P 142772003 32737 PM Fecords: B3/63
4 |

O Emor [l Partislly Successful O Successful o Incomplete O Waiting O Running |

Fig. 69 Task

Status Message

The lower end of the Task Status message displays an example of
each task status symbol and its meaning.

Accessing a

Previously Saved

Query

bv-Control for Active Directory provides a comprehensive reporting
capability, which allows the administrator to view a previously
saved query for purposes such as trend analysis and capacity
planning. During the query definition process, you have the option
to create and save a Query Binder. A Query Binder contains the
query’s definition. By default, the Query Binder files are saved in
the BindView RMS under the Risk Assessment and Control folder.
Click the My Items subfolder to locate queries that have been

save

d.

To access a previously saved query

1 From the BindView RMS Console container, open the Risk
Assessment and Control folder.

“fii BindView - [Bind¥iew RMS'Risk Assessment and Control\My Items]
|“fy Console  window  Help

=101%

[=leix]

| acin vew || & o Ei[m| % B[ XEFRD 2 |FHBESY

Tree |

= Bindview RMS
-5 Risk Assessment and Control
- All User Ttems
B-{] Pre-Defined
-] shared
- My Ttsms
gl resting
Exported Files
Bindvisw RMS Configuration
Schedules
(-] Named Scopes
=5 bv-Contral For fctive Divectary
-G Configurstion

My Ttems  Content of '|My Items!!

My Items

Mamne

Print
view
Settings

Manage
Schedule. ..
Create Shortout
Export Definition Ta...

Cuk
Copy
Delete

L ——— e

Refresh

Create Query  Creake Task  Run A
List As.

Help

AT

And View As Grid
And Yiew As Chart

And Preview
And Print
And Export

And SaveTo D3C

Task
atus

&

Run And el
SaweTo DSC

Y Normal My Items

Fig. 70 MMC User Interface - Accessing the Query Binder

2 To view all previously saved queries, open the My Items
subfolder.
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3 Highlight and right-click on the query you want to access.

4 From the Run option list, select the And View as type option
to run the query. You can choose to view the results in the Grid
or Chart format.

Displaying Query The results obtained from the query will be displayed in the format

Results that you selected as the View As option. These formats are Grid,
Chart, or Report. An example of the results displayed in a Grid
format is shown in Fig. 71.

Untitled by-Control for Active Directory Domains Query(1) (=] B3]
arid Edt View Help

|H b | (@E MR AS D

Domain Mame | Active Directory Path |
LDAP: /igad-england. lab/DC=gad-england, DC=lab

gad-france LDAP: Jigad-france. gad-england. lab/DC=gad-france DC=gad-england, D0 g

gad-germany  LDAP://gad-germany. gad-england.lab/DC=gad-germany DC=gad-engla

gad-portugal  LDAP: fgad-portugal. gad-england. lab/DC=gad-portugal DC=gad-englam g

gad-spain LDAP: /fgad-spain.gad-england. lab/DC=gad-spain DC=gad-england DC=

0| = | |ra =

| Record 1 of & | Messages: O ‘

Fig. 71 Grid Results

Note: After running a query, always check for messages that have
been returned with the query results. Click the Messages button at
the lower right side of the results window. View any messages in
this window.

Grid A grid is a tool used to analyze and display information about
resources in your Active Directory environment, displayed in the
form of a spreadsheet interface. The grid toolbar (Fig. 71), also
includes options to create charts and print reports of your query
results.

Chart A chart displays the results of a query in a graphic format (column,
pie, or histogram). Charts are created and modified using the Chart
Builder Wizard. The wizard guides you through the process of
building a custom chart for your query. During the building process,
you will have the option to determine the type of chart you want to
build, and how you want your chart to be labeled.

For complete instructions on how to build a chart using the Chart
Building Wizard, refer to the BindView RMS Console and
Information Server v8.00 User Guide.
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Report

There are two basic types of chart style:

e Series Chart, which displays the relative values for each record
depicted on the chart, using column or pie style.

¢ Histogram Chart, which displays the record frequencies for a
single field in a dataset.

For more complete information on how to create the different chart
styles, refer to the BindView RMS Console and Information Server
v8.00 User Guide.

The reporting feature allows you to create a variety of customized
reports for your query results, and to print a report of the data
results from your query. The appearance of your report is dictated
by the print settings defined on the Print Setup dialog.

The BindView RMS Console is installed with default settings. If you
wish to customize the default settings, you can do so from the
Global Print Setup item in the Console Setup folder.

For more information about the print settings, refer to the BindView
RMS Console and Information Server v8.00 User Guide.

Baselining

Creating a Baseline

Another key feature that bv-Control for Active Directory provides to
assist administrators is baselining. Baselining is a comparison of
two historical datasets from the Query Binder. Baselining can help
administrators perform risk management by allowing them to view
exceptions and monitor changes in the Active Directory
environment. Administrators can then analyze the differences to
determine how the Active Directory environment has changed over
a particular time period.

You can baseline any two historical datasets in a query binder. You
can also select the type of records that you want compared between
the two historical datasets.

Before running a baseline, you must select any two historical
datasets for a selected query binder to compare.

To create a baseline

1 Select the query binder that contains the historical datasets you
want to baseline.

2 Right-click on the query binder to display the shortcut menu.
3 From the Manage option select Historical Data options.
The Manage Historical Data dialog appears.

4 Select two historical datasets you want to baseline from the list.
Click the Run Baseline button.

The Baseline Options dialog appears.

5 Select the record types to be included in the baseline.
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6 Click OK to run the baseline.

For more complete information on the functionality of baselining,
refer to the BindView RMS Console and Information Server v8.00
User Guide.

Task Lists bv-Control for Active Directory provides a task list capability to help
you administer your Active Directory environment by allowing you
to organize and run multiple tasks as a single task unit. When you
run the task list file, all of the queries and baselines defined in the
file will automatically run.

A task list is an organized collection of individual tasks which can be
managed and run as a single unit. A task list file can contain the
following items:

Query tasks

Baseline tasks

e Post process commands for added tasks
e Summary file commands

For detailed information on each individual item listed above, refer
to the BindView RMS Console and Information Server v8.00 User
Guide.

Building Task Lists Task Lists are created from the Task List dialog. The following
steps explain how to create and run a task list.

» To create a new task list

1 From the product toolbar, click on the New Task List E icon.

The Task List message will appear.
2 Click Add.
The Select a Task Type message will appear.
3 Select the baseline or query you want to add to the task list.

For detailed steps on how to add a baseline or query to a task list,
refer to the BindView RMS Console and Information Server v8.00

User Guide.

4 Click Add.
The Task List message reappears after you have created the
task list.

» To run a new task list
5 From the Task List message, click Run Task List.
6 Close the Task List message.

To monitor the progress of the task list as it runs, open the
Task Status dialog.
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Generating a Field List

For more complete information on how to create or modify a
task list, refer to the BindView RMS Console and Information
Server v8.00 User Guide.

Generating a Field List The first requirement for reporting on a specific area in your Active
Directory is to know what fields are available to filter when running
a query. bv-Control for Active Directory offers a quick way to gather
a list of all available fields.

» To generate a field list
1 From the BindView RMS Console toolbar, click the New Query
¥l icon.

2 Select the Show Advanced Data Sources option.

[¥ Show &dvanced Data Sources
(3 Bindview Activehdin Session Lags = Cancel
=29 Bindview Intemal Data Sources

indwiew Fields Help
1 Historical Datasets

=23 bw-Control for Active Directory

1 Connections

1 Contacts

1) Containers and OUs

Domains

Effective Trustees

1l Group Palicies

1 Group Policy Adrinistrative Template Settings
1 Group Policy Software Settings
Giroup Policy Windows Setiings
Giroups

1l Servers

I Sie Links I~ |
Description:
2 lst of l the fields from all of the: data sources curtently present. The actual contents depend =~ |
on the: products pou have purchased.

Fig. 72 Show Advanced Data Sources Option

3 Double-click the BindView Internal Data Sources folder.
4 Highlight the BindView Fields data source, and click OK.
The Query Builder dialog appears, as shown in Fig. 73.

Query Builder - Untitled Bind¥iew Internal Data Sources Bind LI

Field Specification | Filter Speciication | Sort Specification |

Filter Field Names: | x| Aesl
Available Fields I Field Info...
= a Bindiew Fields
[ Custom
-[5] Field Glassary
i-[5] DataType
i [E] Data Source Name
+|5] 1s Editable?
] criphor
-] Justification ﬁ
i+[5] Field Name
+5] Product Name
Selected Fields | FRemove
=] Field Name
=] DataType
=] Has Descriptor? Fletierss 2
Descriptor
Figld Details

Ok I Cancel I Help I

Fig. 73 BindView Fields List
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5 Double-click on a field from the Available Fields box to cause

the field to appear in the Selected Fields box (Fig. 73).

6 Click OK.

The Query Options dialog appears.

Query Options

& G
firid Modify |
' Chart Chart Settings... |
Save
" Report —l
Help

Cancel

i

Fig. 74 Query Options Dialog

7 Select the type of view (grid, chart, or report) and click Run to

launch the query.

| Untitled Internal Data Source Module Bind¥iew Fields Query -0 5[

Grid  Edit  Wiew

B ws| @SR AD

Database Name | Field Name

‘F\e\d Glossary s

1 Data Type

2 |BindView Fields Database Glossary
3 |BindView Fields Database ID

4 |BindView Fields Database Mame

5 |BindView Fields Date
B

7

g

BindView Fields Date/Time

BindView Fields Field Glossary
Eindview Fields Field ID

9 |BindView Fields Field Name

10 |BindView Fields Has Descriptor

11 |BindView Fields Is Editable

12 |BindView Fields Is Form

13 |BindView Fields Is List

14 |BindView Fields Justification

15  |BindView Fields Max Size

168 |BindView Fields Maodule ID

17  |BindView Fields Mew Query Column Number
18 |BindView Fields Mew Guery Sort Number
19  |BindView Fields Mumber

20 |BindView Fields Special Values

Data Type

Database Glossary

This is the database ID of the database to which the field
This is the name of the database to which the field belongs
This field allows you to add a custom date to a query.

This field allows you to add a custom Date/Time to a query
Field Glossary

Field ID

This is the name of the field

Has Descriptor

Is Editable

Is Form

Is List

Justification

Max Size

Module 1D

Mew Guery Colurmn Number

Mew Query Sort Mumber

This field allows you to add a custom number to a query.
Special Yalues 52

| »

| Record 1 of 108 | Messages: 0

Fig. 75 Results of a Generated Field List

o Database Name - Displays
the query.

the name of the Data Source in

* Field Name - Displays the fields associated with the data

source.

¢ Field Glossary - Displays the definition of that particular

field.
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Effective Trustees
Functionality

Available Permissions

Effective Trustees Functionality

The Effective Trustee field indicates whether a security principal
gains the specified permissions on the specified Active Directory
object. The permissions and the Active Directory object should be
specified in the descriptor of this field. The security principal(s)
should be specified through the scope. The ‘Default’ scope of this
query will scan all the security principals in the domains available in
the credential database.

The following permissions are supported in the descriptor.

Create, delete, and manage user accounts - Same as the
permissions delegated by the task "Create, delete and manage
user accounts" on an OU object through the Delegation of Control
wizard of the Active Directory Users and Computers snap-in. This
is the permission to create, delete, and manage user accounts in
the specified object and all of its container child objects.

Reset user passwords and force password change at next
logon (Windows 2003) - Same as the permissions delegated
by the task "Reset user passwords" on an OU object through the
Delegation of Control wizard of the Active Directory Users and
Computers snap-in. This is the permission to reset passwords and
force password change on next logon of user accounts in the
specified object and all of its container child objects.

Read All User Information - Same as the permissions
delegated by the task "Reset All User Information" on an OU
object through the Delegation of Control wizard of the Active
Directory Users and Computers snap-in. This is the permission to
read all information of user accounts in the specified object and
all of its container child objects.

Create, Delete and Manage groups - Same as the permissions
delegated by the task "Create, delete and manage group
accounts" on an OU object through the Delegation of Control
wizard of the Active Directory Users and Computers snap-in. This
is the permission to create, delete, and manage group accounts in
the specified object and all of its container child objects.

Modify the membership of a group - Same as the permissions
delegated by the task "Modify the membership of a group" on an
OU object through the Delegation of Control wizard of the Active
Directory Users and Computers snap-in. This is the permission to
modify the membership of group accounts in the specified object
and all of its container child objects.

Manage Group Policy Links - Same as the permissions
delegated by the task "Manage Group Policy Links" on an OU
object through the Delegation of Control wizard of the Active
Directory Users and Computers snap-in. This is the permission to
manage group policy links of container, OUs and sites in the
specified object and all of its container child objects.

Generate Resultant Set of Policy (Planning) (Windows
2003) - Same as the permissions delegated by the task
"Generate Resultant Set of Policy (Planning)" on an OU object
through the Delegation of Control wizard of the Active Directory
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Credential
Requirements

Users and Computers snap-in. This is the permission to manage
group policy links of container, OUs and sites in the specified
object and all of its container child objects.

Generate Resultant Set of Policy (Logging) (Windows
2003) - Same as the permissions delegated by the task
"Generate Resultant Set of Policy (Logging)" on an OU object
through the Delegation of Control wizard of the Active Directory
Users and Computers snap-in. This is the permission to create,
delete, and manage user accounts in the specified object and all
of its container child objects.

Create, delete and manage inetOrgPerson accounts
(Windows 2003) - Same as the permissions delegated by the
task "Create, delete and manage inetOrgPerson accounts"” on an
OU object through the Delegation of Control wizard of the Active
Directory Users and Computers snap-in. This is the permission to
create, delete, and manage inetOrgPerson accounts in the
specified object and all of its container child objects.

Reset inetOrgPerson passwords and force password
change at next logon (Windows 2003) - Same as the
permissions delegated by the task "Reset inetOrgPerson
passwords and force password change at next logon" on an OU
object through the Delegation of Control wizard of the Active
Directory Users and Computers snap-in. This is the permission to
reset passwords and force password change on next logon of
inetOrgPerson accounts in the specified object and all of its
container child objects.

Read All inetOrgPerson Information (Windows 2003) -
Same as the permissions delegated by the task "Reset All
inetOrgPerson Information" on an OU object through the
Delegation of Control wizard of the Active Directory Users and
Computers snap-in. This is the permission to read all information
of inetOrgPerson accounts in the specified object and all of its
container child objects.

The accuracy of the result of the 'Is Effective Trustee?' field depends
on the availability of credentials for the domains of the security
principals or of the members of the groups that have been assigned
permissions on the selected Active Directory object. If credentials
are not available for a security principal's domains, then that
security principal will not be considered while calculating the
effective trustees.

The credential database should have credentials for searching the
Global Catalog of the forest hosting the selected object.

If the object DACL includes ACEs that grant or deny the
permissions for security principal(s) in any trusted domains in a
different forest then credentials for all such domains must be
entered in the credential database.

If the object DACL includes ACEs that grant or deny the
permissions to the security principals which have been migrated
to other domain(s) and if such domains are trusted by the domain
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Limitations

Group Policy
Objects (GPOs)
Functionality

Descriptor: <Available
Fields to Group
Policies> Dialog

Limitations

hosting the object, then the credentials for all such domains are
required to calculate the effective trustees.

The responsiveness of the 'Is Effective Trustee?' field is dependent
on the complexity of the permissions assigned on the specified
Active Directory object and the nesting and hierarchy of the
members of the group(s) that have been assigned these
permissions. Since all possible combinations of the assigned
permissions and the assigned trustees are considered for
calculating the effective trustees, the query with the 'Is Effective
Trustee?' field is time intensive.

¢ Only domain, OU, or container objects can be selected for
reporting the effective trustees.

¢ Memberships of the Logon-related, well-known pseudo groups
such as Everyone, Network, etc., are not considered. You can
include these well-known security principals in the scope and the
query will include them in the final result.

e Windows NT 4.0 or earlier system domains are not supported.

A Group Policy Object (GPO) is a collection of policies that are
included within an Active Directory container, domain, group,
organizational unit (OU), or user. In Active Directory, GPOs define
user and computer settings for groups of user and computers in a
domain, site or organizational unit (OU).

Group Policies define the various components of the user’s
environment that system administrators need to manage, and
include software settings, application deployment options, scripts,
user desktop and document folder settings, and security settings.
Group Policy includes registry-based policies found in Windows NT
Server 4.0, as well as policies enabled by Directory Services to
store various types of policy data.

A Policy is applied when the computer starts up and the user logs
on. When a user starts up the computer, the system applies the
computer policy. When a user logs on interactively, the system
loads the user’s profile, then applies the user policy. The Policy can
be optionally reapplied on a periodic basis.

In the Group Policies data source in the All Fields folder there are
three Available Fields where you can change the descriptor by
clicking the Change Descriptor button.
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Field Specification | Filter Specification | Sort Specificationl Scopel

Filter Field Mames: I j Apply |
Arvailable Fields =] | Fieldinfa.. |
Effective Permizzions Analysiz...
Group Policy Template File Path
Managed By
Mame
Object Category
Object Class |
Selected Fields | Femove |
=] [Display Mamsf
=] Distinguished Mame
Remave Al |
[rescriptor |
Field Dretailz |

QK I Cancel | Help |

Fig. 76 Field Specification Tab for Group Policies

The three Available Fields are:

¢ Domains linked to GPO - Returns a list of domains to which the
group policy object is applied.

¢ Organizational Units linked to GPO - Returns a list of
organizational units to which the group policy object is applied.

¢ Sites linked to GPO - Returns a list of sites to which the group
policy object is applied.

The above three fields are used to select a credential for the Sites,
Domains, or Organization Units to which the Group Policy object is
applied. All unique user names in a currently assigned credential
database will appear in the Available Item(s) list.
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Introduction

Introduction

This chapter contains different scenarios for advanced usage of the
bv-Control for Active Directory product in the following
circumstances:

¢ Reporting on multiple forests

o Verifying credentials across forests

¢ Using generic scopes

Scenario 1:
Reporting on
Multiple Forests

With bv-Control for Active Directory you can report on multiple
forests. You don’t need a BindView Information Server in every
forest and you don’t need any trusts between the forests. You can
also install the BindView Information Server on a Windows 2000
machine within an NT4 domain and report on other Windows 2000
forests on your network.

Multiple forests support relies on your Domain Naming Service
(DNS) configuration. The DNS must be configured properly and the
BindView Information Server must be installed on the machine
where the DNS name resolution is working properly.

Enter the credentials for the Windows domain that you want to
report on.

1 From the BindView RMS Console, click the New Query g icon

on the BindView product toolbar. The Select Data Source
dialog appears.

Select Data Source x|
™ Show Advanced Data Sources
=4 bo-Contral for Active Directony Cancel
&1 Connections
[ Contacts Help
&) Cantainers and Ols
&) Domains
D Effective Tustees
[ Group Policies
- |:i Group Paolicy Administrative Template Settings
- Ij Group Policy Software Settings
I:i Group Policy Windows Settings
&) Groups
&L Servers
1 Site Links
Bl Sites
BRE -
Drescription:
Users datasource reports on the attibutes of the User accounts in an Active Directary forest(s) ;I
J=

Fig. 77 Select Data Source Dialog

2 Double-click on a data source.

The Query Builder dialog appears.
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Verifying
Credentials Across
Forests

Scenario 2: Verifying Credentials Across Forests

Query Builder - Untitled by-Control for Active Directory Users ll

FieIdSpecificationI Filter Specification | Sort Specification  Scope

— Available

.@ Defaul]

..D My Enterprize
- Generic Scopes
D Mamed Scopes

Add Scope [elete Mamed | Scope Configure Dynamic Indexing
— Selected |tem(z]
@ Default
Femove Scope Save Scope Load Scope | Additional Settings |

QK I Cancel | Help |

Fig. 78 Query Builder Dialog — Scope Tab

3 Click the Scope tab.

The default scope of a query includes all the domains listed in your
credentials database. You can expand the domains to see a list of
Containers and OUs in the domain and select an item to scope. See
“"Running a Query” on page 66 for more information.

You can also use pre-defined reports with multiple forests. Right-
click a report and select Settings. Change the scope to use required
domains or Containers/OUs.

The BindView RMS Console and bv-Control for Active Directory
validate credentials as they are entered into the credential
database. This feature allows you to synchronize the changes in the
user accounts, such as user rename, user move, and other
processes. This verification may not work if you are entering the
credentials for a domain that is not a part of your current forest.
Within the bv-Control for Active Directory product, queries are
executed on the BindView Information Server machine. For internal
operations the product uses the security context of BindView Job
Processor. By default, this process runs under the Local System
account.

If you have entered the credentials for a domain that is not a part of
the forest in which your BindView Information Server is installed,
then it may not always be possible to validate the account name
entered in the credentials. The security settings on the remote
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80

domain/forest (outside of your current forest) determine the
success of this validation.

These queries running under the Local System account and that
access any domain that does not have trust with the current domain
are seen as Anonymous queries by the remote domain. By default,

Active Directory grants anonymous access permissions on the

domain/forest and verification will succeed. If these are turned off,
the query to that domain/forest does not succeed. The credential is

still accepted but is flagged as an unknown credential % icon.

If you want the credential to be verified you have to make changes

to the security settings of the remote domain/forest.

Using ADSI Edit

You can use ADSI Edit or the Active Directory Users and Computers

snap-in.

Grant the Read All properties right to the domain object.

1 Select the Domain.
2 Right-click and select Properties.
3 Select the Security tab.

Attributes  Security |

it Console1 - [Console Ro DC=qad-usa,DC=com Properties

Jnﬁ] Console  Window  Help
| ad

tion  Wiew Favorites |J "

Mame

[«

Tree I Favarites I

(L1 Console Root

!ﬁ Adminigtrators [rad-latrobehddministrators] =
!ﬁ Authenticated Users ﬂl

Add...

&€ ApslEdt €7 ENTERPRISE DOMAIN CONTROLLERS
EB Domain MC [rad-latrobe, gad- !ﬁ £ =
-3 DC=qad-usa,DC=com VEYOne
-1 oU=Accounting !ﬁ Pre-windows 2000 Compatible Access [rad-at...
- Ch=Builkin -@ 5-1-5-21-1292428093-1682526488-1 2026606, . LI
-0 CN=Computers =
= ol=Development Permizzions: Allow Deny
&0 OU=D0n.1fa?n Contrall Full Cortral O O
-0 OU=Farilities
-3 CM=Foreignsecurityf Read O
-0 OU=Help Desk ‘wite O
-3 OU=Human Resourc
-0 oU=Information Ser:
-3 CH=LostandFound
-3 ClU=Managerment
-3 Ol=Marketing - .
e e Vet e, Pros Acancad o s e
Cancel | Apply

Fig. 79 Credentials in a Domain Data Source

4 Click the Advanced button.

This opens the Access Control Settings dialog for your computer.
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Access Control Settings for gad-usa 2=l

Permissions | Auditing I Owiner I

Permission Entries:

Type | Mame | Permission | -

% Allow  Administrators [rad-latrobetAdministrators) Special

% Allow  Administrators [rad-latrobetAdministrators) Special

% Allow  Administrators [rad-latrobetAdministrators) Special

% Allow  Administrators [rad-latrobetAdministrators) Special _—

T dllow  Authenticated Users Special

% Allow  Domain Admins [BAD-USAN\D omain Admins) Special

% Allow  Enterprige Admins [3AD-USAMEnterprize dmi..  Full Control

T dllow  ENTERPRISE DOMAIN CONTROLLERS Special LI
Add... Remove Wigw/Edit...

Thiz permizsion iz defined directly on this object. Thiz permission is not inherited by child
ohjects.

QK I Cancel | Apply |

Fig. 80 Access Control Settings Dialog

5 Click the Add button.
6 Click OK.
This opens the Select User, Computer, or Group dialog.

1 Select User, Computer, or Group ﬂll
Look i IE rad-atrobe. gad-uza.com j

In Faolder

!ﬁ Authenticated Users
@ANDNYMDUS LOGON

T INTFRACTIVE =l

M ame: I

Fig. 81 Select User, Computer, or Group Dialog

7 Select Everyone or enter in the Name text box.
8 Click OK to accept selection.
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Permission Entry for gad-usa 2=l
Object | Propertiesl
Mame: IEveryone
Apply onito: IThis object anly j

Permissions:

Full Control

Lizt Contents
Fead Al Properties
‘wiite Al Properties
Delete

Delete Subtree
Read Permissions
Modify Permissions
Modify Owner

Al alidated \whites
All Extended Rights

r Apply these permissions to objects and/or Clear Al |

cantainers within this container only

OO0O0O00000ooon

a
a
a
a
a
a
O

()3 | Cancel |

Fig. 82 Permission Entry Dialog

Using the Permission Entry dialog, set the Apply onto setting
to This object only. In the Permissions section, check in the
Allow column for Read All Properties permission.

10 Click OK to close this dialog.

» Changing the membership of Pre-Windows 2000
compatible access

1

2

Select the group from the built-in container. Use ADSI Edit to
modify this group.

Connect to the domain using Domain NC and Configuration
Container.

Go to Configuration Container \ CN=Configuration, DC=<your
domain controller name>\ CN=WellKnown Security Principals.

Select CN=Everyone.
This opens the CN=Everyone Properties dialog (Fig. 83).

Copy the distinguishedName attribute to the clipboard in the
Select a property to view list box.

Click OK in the CN=Everyone Properties dialog.
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“fi Console1 - [Console Root'ADSI Edit'Configura

=10 %]

Jnﬁ] Console  Window  Help

Tree | Favorites |

L1 Consols Root - Ch=Anonymous
=4, ADST Edit CH=Authenticat

Name:

EF B Configuration Container [rad-latrobe E Ch=Batch
10 ch=Corfiguration,bC=qad-usa, CN=Creator Grt
[-[20) CN=Displaypecifiers CH=Creatar Ow
[-[2 CN=Fxtended-Rights Ch=Dialup
{2 Ch=LostAndFoundConfig Ch=Enterprise L
(3 cn=partitions CH=Evervone
{23 Cu=Physical Locations CHInteractive
3 cr=Services CHeHictwork

{3 cn=sites HFroy
L0 cn=wellknown Security Prin H=Restricted
= B Domain MC [rad-latrobe.gad-usa.cor CN—Se\F

El- L] Dc=qad-usa,DC=com

D Ol=Accounting

{3 cu=Buiin

Ch=Computers
OU=Dewelopment
Ol=Domain Controllers
-0 ou=Failties

-2 CM=ForeignSecurityPrincipal

071 Ol i=Heln Desk
| | 3 4|

CN=Service
CN=5ystem
CN=Terminal Se

b won s || & o | D] X | 2 T —

DS HE| @\ -lslx
20

Attibutes | Seourty |

Fath: LDAP:/rad-latrobe. gad-usa.com/CN=E veryone, CN=\WellK nown |

Class: foreignSecurityPrincipal

Select which properties to view: IDptiona\ h
IdistmguishedNamE -

Select a property to view:

Attribute Walu

Spntan: |DN

Edit Attiibute: |

Waluels):

Set Clear

K I Cancel | Apply

Fig. 83 Verifying Credentials Pre-Windows 2000

This opens the CN=Pre-Windows 2000 Compatible Access

Properties dialog (Fig. 84).

solel - [Console Root' ADSI Edits Domain

|

J“ﬁ] Console  Window  Help

Tree IFavuntes |

[_1 Console Root -
= ADST Edit
- Configuration Cantainer [rad-latrobe qad-usa.com]
[SE Domain MC [rad-latrobe.qad-usa.com]
£ DC=qad-usa, DC=com
+-.1 OU=pccaunting
=0 C=uitin
CH=fccount Operators
CH=Administrators
CM=Backup Operatars
{2 CN=Guests
{20 cN=Pre-Windows 2000 Compatible Access
{22 Cu=Print Operators
CM=Replicator
+ CMN=Server Operators
(3 cu=users
b D CN=Computers
-] OU=Develapment
£-[_] OU=Domain Contrallers

-] CN=Faoreign3ecurityPrincipals

CN=Pre-Windows 2000 Compatible Access Pri

“ Action  View  Favorites H & = | | x Atrbutes | Securiy |

=10
21

Path: LDAP: //rad-latrobe. gad-usa. coms/CH=Pre-windows 2000 Campal

Class: group

Optional hd

member =

Select which properties to view:

Select a property to view

- Attribute Valu

Synta; |DN

Edit Attribute: ICN:Everyone,CN =wfellnown Security Principals,Ch=

WValue(s) <not set>

T =

£ Oli=Help Desk.
{71 Ol I=H man Resarees =

c
i
i
-] OU=Facilities
i
E
;

akK I Cancel | Apply

Fig. 84 CN=Pre-Windows 2000 Compatible Access Properties

Dialog

Go to Domain NC \ CN=Builtin.
Select CN=Pre-Windows 2000 Compatible Access.

Select member attribute of this object in the Select a property

to view list box.

In the Edit Attribute text box, paste the DN that was copied in

Step 5, page 82.
Click the Add button.

The added selections are listed in the Value(s) section.

12 Click OK to close this dialog.
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Scenario 3: Using Generic Scopes

Scenario 3: Using
Generic Scopes

With bv-Control for Active Directory v8.00 you can scope to an
object by specifying the Distinguished Name (DN) of an object. Use
the Generic Scope option on the Query Binder scope page. The
objects searched are determined by the data source selected in the
Query Binder.

The Generic Scope option allows you to enter any arbitrary path in
the directory to start your search. You can use this option to start
your search at object paths not listed in the standard scope pages.

To use this facility you need to specify the DNS name of the domain
and the distinguished name (DN) of the object path where you want
to start your search.

Typically this facility is used to search through the portions of Active
Directory that are not directly accessible from the standard scope
UI.

For example, consider a search through the configuration of Active
Directory in an Active Directory forest. The three parameters of the
search are starting point (domain and the DN), object to search for
(Data source), and the fields to retrieve (Field list). You have an
option to select the fields from the standard list of fields or from the
User Defined Fields as listed in the Query Binder. You can also mix
these in a query.

For this example use a forest with an Exchange 2000 installation,
which results in Active Directory Schema extension. We will search
to find out the Public Key Services installed in the forest. This
example assumes that the credential database has been configured
and assigned to a user. The Windows 2000 Active Directory domain
for this example is g-durian.com.

1 Select the Query Builder.

2 Remove the default fields and select Container name, Container
children, and Distinguished Name from the list of available
fields.

3 Go to the Scope tab.
4 Remove the default scope from the list of Selected Items.

5 Open Generic Scopes, select Active Directory Path and click the
Add Scope button.

The Additional Settings with the Adsi Scope tab appears.
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Query Builder - Untitled bv-Control x|

Field Specificationl FiIterSpecificationI Sort Specification  Scope

—Awvailable |tem(z]

{1 Generic Scopes
E Active Directory Path

LY, 4 itional Settings x|

Adsi Scope |

(" Base: This object anly
= One Level: Only the children of this object
{* Subhree: This object and all child objects

Guerying Domain Iq-durian.com

| e Sy Querying DM IEN=F'uinc: ey Servic Indexing |
— Selected |tem
QK I Cancel | Help |
Femove Scope | Save Scope | Load Scope | Additional Settings |
QK | Cancel | Help |

Fig. 85 Query Builder and Additional Settings Dialog

1 In the Adsi Scope tab of the Additional Settings dialog:
e Select Subtree search.

¢ Querying Domain - Enter the DNS name of the domain that
you want to search. For this example, g-durian.com

¢ Querying DN - Enter the DN of the object path where you
want to start your search. For this example, you can start
searching in Configuration container
(CN=Public Key Services,CN=Services,CN=Configuration,DC=
Q-DURIAN,DC=com)

2 Click OK to close the Additional Settings dialog.
3 Click OK to close the Query Builder dialog.
4 Run this Query.
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Scenario 3: Using Generic Scopes

=T
arid  Edit View Help
|B Flewr A G R|AD D
Container Name ‘Cumainer Children ‘D\stinguished Name |
1 |AlA [List] B ChN=AlA CM=Public Key o]
2 |CDP [List] B CHN=CDP CN=Public Key 2]
3 |Cerificate Templates CN:Certiﬁcate Templates CN=Public Key o]
4 |Cerification Authorities  [R r Children |
5 |Enrollment Services CN=Administrator,CH=Certificate Templates,CN=FPublic Key -
5 |l-houston-wzks Services, CN=Services,CN=Configuration, DC=Q-DURIAN, DC=com
7 Public Ke}‘_ Senices CN=C.2!, CN=CErt.1f1c.:ate Templates, CN=Public Key
Services, CN=Services, CN=Configuration, DC=Q-DURIAN, DC=com
CHN=CEPEncryption,CN=Certificate Templates, CN=Public Key
Services, CN=Services, CN=Configuration, DC=Q-DURIAN, DC=com -
CH=Clientliuth,CN=Certificate Tewplates,CN=Puklic Key
Services, CN=5ervices, CN=Configuration, DC=Q-DURIAN, DC=com
CH=Codelicgning, CN=Certificate Tewplates, CN=Public Key
Services,CN=5Services, CN=Configuration, DC=Q-DURIAN, DC=com
CH=CTLSigning, CN=Certificate Tewplates,CN=Fuklic Key
Services,CN=Services, CN=Configuration, DC=0-DURIAN, DC=com
CH=DowainController,CN=Certificate Templates,CN=FPublic Key
Services,CN=Services, CN=Configuration, DC=Q-DURIAN, DC=com
CHN=EF3,CH=Certificate Templates,CH=Public Key
Jervices,CN=3ervices, CN=Configuration, DC=Q-DURIAN, DC=com ﬂ
| Record 3 of 7 | Messages:0

Fig. 86 Query Results Panel

The results will list all the Public Key Services listed in the Active
Directory.
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Troubleshooting

Problem

Solution

Some field descriptors, such as ‘Effective
Permissions / Effective Permissions
Analysis / Effective Trustees’, may not
show appropriate selections.

If the ‘canonicalName’ attribute is not
accessible using the credentials available
in the credentials database, then some
field descriptors such as ‘Effective
Permissions / Effective Permissions
Analysis / Effective Trustees’, may not
show appropriate selections. The typical
result will be that the names added to the
list of selected item will be blank.

This is by design. No action is required.

Cannot Initialize ADSI search object.
Incorrect function.

You may see this error while adding
credentials to the credential database or
browsing through the scope pages. This is
because the Global Catalog server was not
available or could not be reached.

Check DNS setting on BindView
Information Server machine.

Make sure that GC server is running and
can be reached from BindView
Information Server machine.

When an object is moved in Active
Directory, the scope in saved queries
displays the old path of the object.

As an example, if a query was scooping to
an OU and the OU is then moved, the
query still displays the old path of the OU.
While running the query the server uses
the correct path. This is a display refresh
problem.

Modify the saved query. Remove the
scope and add the new path.

When an object, such as an OU, is moved
in Active Directory and a new OU with the
same name is created at the same
location, the saved queries use the moved
path but the display still shows the old
path.

To reproduce this behavior, create a query
and scope to an OU. Move the OU to some
other OU/Domain and create a new OU
with the same name. Now rerun the query.
The query will return data from the moved
OU but the query scope will still point to
the old OU.

Modify the saved query. Remove the
scope and add the new path.

A: Troubleshooting
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Problem

Solution

A query will fail with Unavailable scope,
and search fields were not found.

The bv-Control for Active Directory search
engine is not able to get the data from FSR
database. The error message is as follows:
1. Unavailable Scope: (AdsiScope
LDAP:ADS_SCOPE_SUBTREE)

2. Search Fields were not found.

Install Windows 2000 SP1.

When new user credentials are added to
the credentials database, the validation
process may return an error message
saying that the credentials are invalid.
This typically happens when the domain
hosting the account could not be reached.

1. Verify that your DNS server is available
and can be reached.

2. Verify that your DNS server can resolve
the DNS name of the domain.

Queries running Users data source will use
100% CPU.

If a query is running fields in the Users
data source, the CPU utilization will stay at
100% for the duration of that query. This
data source uses multiple threads to
complete the search through the supplied
scope. In large Active Directory
installations this design practice improves
the query performance. In version 8.00 of
the product, only the Users data source is
expected to return very large nhumber of
records. So only Users data source uses
multiple threads. This can change in
subsequent releases of the product.

This is by design. No action is required.

Uninformative System failure message.
While a query is in progress, if the network
gets disconnected, the query fails with the
following message:

Logon failure: unknown user name or bad
password.

The query uses the credentials supplied in
the credentials database to bind to the
Active Directory Object. The network
problems prevent Active Directory Service
Interfaces from logging on to the domain.
The query returns the error returned by
ADSI. This error message may change,
depending on the point of failure.

This is by design. No action is required.

Containers query on a domain scope
includes System container.

A query that scopes to System container
can return objects in the system container
and its child containers. There are many
hidden /unwanted records in the System
container.

To avoid reporting System container
objects, include the following filter in the
query Active Directory Path Doesn’t
Contain CN=System

bv-Control for Active Directory User Guide
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Problem

Solution

GPO data source reports ‘Not Configured’
value when the ‘Customize???’ option is
unchecked for options in User
Configuration\Windows Settings\Internet
Explorer Maintenance\* *

Microsoft GPO snap-in will show the URL
path details even when the ‘Customize???’
is unchecked. The value set in the policy
file is Empty and the original value is
saved in a separate variable. The Microsoft
Group Policy snap-in shows the old value.
This affects 7 settings under the
mentioned folder hierarchy.

This behavior is by design. No action is
required at this time. This may change in
subsequent releases.

Containers and OUs data source.--
Container Children fields and Groups data
source - Group member fields require
more time than other fields.

These fields require nested computation
and take longer than other fields The
performance impact will be more if the
network bandwidth is narrower between
BindView Information Server and the
connected DC/GC is small. The problem
seems to occur largely on 10 MBPS
connections between these two servers.

No action is required at this time. This
may change in subsequent releases.

BindView Information Server memory
utilization may increase before stabilizing
a steady state.

BindView Information Server uses Access
Database to save temporary data.
Microsoft Jet Engine that is used to access
this database caches some information
locally. The buffers allocated to cache this
information may not be released for the
life of the process. This causes the
memory utilization to go up and then
stabilize.

Set the MaxBufferSize value to some
reasonable number such as 1024. For
more information on MaxBufferSize
setting refer to Chapter 7-Optimizing Your
Application in *‘Microsoft Access 2000 -
Building Applications with Forms and
Reports. See, Adjusting Windows Registry
Settings to Improve Performance.’

When the Active Directory credentials are
removed from the credential database, the
forest that they were used in is still listed
in the configuration folder. The ‘Enterprise
Directories’ folder in the ‘Add Credentials’
page lists these forests until they are
removed.

The product does not automatically
remove those configured forests.

Click the Configuration folder. Double click
the Configured Forests item in the right
pane. Select the forest and click Delete.
Click OK to save the changes.
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Problem

Solution

Adding credentials to the credential
database using the ‘Specify Domain’
option does not accept the addition of
more than one domain.

Once you add the credential using Specify
Domain option, the credential gets added
to the ‘Selected Items’ list as ‘Generic
Credential’. If you try to add any more
credentials without closing the ‘Add
Credentials’ dialog, the new credentials
are neither accepted nor is there any error
message.

Close the Add Credential dialog before
entering the second credential.

If the installation path is longer than 50
characters, the installation will fail.

The pre-defined reports shipped with the
product fail to install.

Choose the install path less than 50
characters.

Group Policy Windows Settings\Windows
Settings\User Configuration\Folder
Redirection fields return data that is
inconsistent with Microsoft Group Policy
snap-in.

Run Microsoft Group Policy snap-in and
select a policy. Go to User
Configuration\Windows Settings\Folder
Redirection. Select any setting and open
the property page On the ‘Target’ page
select the ‘Advanced’ setting. The contents
of the 'Settings’ tab are all disabled when
the ‘Security Group Membership’ list on
‘Target’ page is empty. bv-Control for
Active Directory v8.0 shows the previously
set values By default this is set to “Leave
the folder in its location”.

No action is required at this time.

When first launching the BindView RMS
Console, if you click "bv-Control for Active
Directory (Checking Configuration)" in the
Console tree before the RMS Console has
finished opening, the RMS Console may
lock up.

Close the BindView RMS Console and
launch it again. Do not click on the snap-
in product until the RMS Console has
finished checking the configuration.

The Site Links, Domain Links, and OU
Links fields in the Group Policies data
source will have a descriptor page that
asks for the credential to use to search for
the Sites, Domains, and OUs linked to the
Group Policies. The field will only return
the sites, domains, and OUs on which the
given credential has read rights.

To view complete results, the credential
provided must at least have delegated
rights to read the Group Policy link
property of all sites, domains, or OUs in
the forest.
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Problem

Solution

Effective Permission Analysis field may not
account for recent changes made group
membership, in the subsequent runs of
the query. This affects the effective
permissions and the indirect permissions
displayed in the form field. bv-Control for
Active Directory caches the group
memberships, which provides a better
performance while calculating the effective
permissions of security principals.

Close and relaunch the BindView RMS
Console.

Windows Server 2003 has changed the
behavior of "Additional restrictions for
Anonymous Connections" (this appears in
Query Builder under "Windows
Settings\Computer\
Configuration\Security Settings\Local
Policies\Security Options" of Group Policy
Windows Settings datasource). This
setting has been renamed in Windows
2003 as "Network Access: Do not allow
enumeration of SAM accounts and shares".
Though the title names are different, the
registry key updated is the same. Also in
2000 this setting had a drop down box,
while in 2003 this setting has a single
Checkbox to define the setting.

bv-Control for Active Directory v8.00 has
introduced a new field "Network Access:
Do not allow enumeration of SAM
accounts and shares" to report this
setting in Windows Server 2003. This
setting will correctly report only against
Windows 2003. Using this field to report
against Windows 2000 will give wrong
results. Same is the case with "Additional
restrictions for Anonymous Connections"
i.e. it will report correctly for Windows
2000, but not against Windows Server
2003.

Querying for the attributes tokenGroups,
tokenGroupsNoGCAcceptable,
tokenGroupsGlobalAndUniversal, using the
User Defined Field “String SID List
Attribute”, for Users, Groups, and
Computers data source, returns no
results. This happens when SubTree and
One-Level scope level options are selected
for the scopes.

Select the individual objects with base
level scope option in the Scoping tab to
query these attributes.

A: Troubleshooting
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Problem

Solution

The settings listed in the table below have
changed in Windows Server 2003. In
Windows 2000 these fields had a check
box setting. In order to configure these,
apart from selecting the Configured option
button, the user needed to check the box.
In Windows Server 2003 the check box
has been removed. Now the user needs to
select only the Configured option button.

These are all settings of Group Policy
Administrative Templates datasource.
Setting

Always install with elevated privileges
Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Prohibit Rollback

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Remove browse dialog box for new source
Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Prohibit patching

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Disable IE security prompt for Windows
Installer scripts

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Enable user control over installs
Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Enable user to browse for source while
elevated

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Enable user to use media source while
elevated

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
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Problem

Solution

Setting

Enable user to patch elevated products
Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Allow admin to install from Terminal
Services session

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer
Setting

Cache transforms in secure location on
workstation

Location in Query builder
\Administrative Templates\Computer
Configuration\Windows
Components\Windows Installer

In bv-Control for Active Directory Active
Directory v8.00 a new field has been
added for each of the above settings. To
distinguish the Windows 2000 field from
the corresponding one for Windows
Server 2003, each field is suffixed with
“[Windows 2003]". Ex. corresponding
field for “Always install with elevated
privileges” of Windows 2000 is “Always
install with elevated privileges [Windows
2003]" for Windows Server 2003. If a
Windows 2000 field is used to report
against Windows Server 2003, then the
results will display “Not Configured”.
Same is the case for Windows 2000 fields
reporting against Windows Server 2003.

A: Troubleshooting
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Problem Solution

The fields for the new settings of Windows Update the %windir%\Inf folder on the
Server 2003 may report ‘Not Configured” Information Server with the latest Adm
for configured settings, when ‘Turn Of files._ Recommendations for Managing
Automatic Updates of Adm Files’ Group Group Policy Administrative Template
Policy setting is effective. This happens (.adm) Files.

when the Information Server is on a

Windows 2000/Windows XP machine and

reporting against a Windows Server 2003

policy. When this setting is effective the

Adms are not present in the Sysvol folder.

Therefore the local Adms in the

%windir%\Inf folder, on the Information

Server are used and these are older then

the ones shipped with Windows Server

2003.

The ‘All Configured Settings’ field of Group These are the settings that have default
Policies datasource, reports default values values:

for few settings, even if these are not Please see Tables 1-7

configured. These GPO settings, though

not configured, have default effective

values. These default values get applied to

the User when the policy is applied.

Therefore these are reported in the ‘All

Configured Settings’ field.

Windows Settings\User Configuration\Internet Explorer
Maintenance\URL\Channels

Table 1

Setting Default

Turn on desktop Channel Bar by default False

Windows Settings\User Configuration\Internet Explorer
Maintenance\URLs\Important URLs

Table 2
Setting Default
Customize Online support page URL False
Customize Home Page URL False
Customize Search bar URL False
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http://support.microsoft.com/default.aspx?scid=kb;en-us;816662
http://support.microsoft.com/default.aspx?scid=kb;en-us;816662
http://support.microsoft.com/default.aspx?scid=kb;en-us;816662

Windows Settings\User Configuration\Internet Explorer
Maintenance\Browser User Interface

Table 3
Sub category Setting Default
Custom Logo Customize the static logo bitmap False
Browser Title Customize Title Bars False

Customize Toolbar background bitmap  False

Windows Settings\User Configuration\Internet Explorer
Maintenance\Connection\User Agent String

Table 4

Setting Default

Turn on desktop Channel Bar by default False

Windows Settings\User Configuration\Internet Explorer
Maintenance\URLs\Favorites and Links

Table 5

Setting Default

Only delete the favorites created by the  False
administrator

Delete Existing Favorites and Links if False
Present

Favorites specified? No
Links specified? No
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Windows Settings\User Configuration\Folder Redirection\

Table 6
Sub category Setting Default
Application Data Grant the user exclusive rights to False
Application Data
Move the contents of Application Data to False
the new location
Application Data Policy Removal Option None

Application Data redirection option

No administrative
policy specified

Desktop

Desktop redirection option

No administrative
policy specified

Grant the user exclusive rights to False
Desktop
Move the contents of Desktop to the new False
location
Desktop Policy Removal Option None

My Documents

My Documents redirection option

No administrative
policy specified

Grant the user exclusive rights to My False
Documents
Move the contents of My Documents to  False

the new location

My Pictures Preferences

Do not specify
administrative
policy for My
Pictures

My Documents Policy Removal Option

None

My Pictures

My Pictures redirection option

No administrative
policy specified

Grant the user exclusive rights to My False
Pictures

Move the contents of My Pictures to the False
new location

My Pictures Policy Removal Option None

Start Menu

Start Menu redirection option

No administrative
policy specified

Grant the user exclusive rights to Start False
Menu

Move the contents of Start Menu to the  False
new location

Start Menu Policy Removal Option None
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Windows Settings\User Configuration\Folder Redirection\

Table 7
Sub category  Setting Default
Connection\User  Custom User Agent string False
Agent String
Connection\Proxy Do not use proxy server for local False
Settings (intranet) addresses
Programs Import the current Program Settings False
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Queries
Accessing, 67
Adding fields, 48
Defining, 46
Displaying results, 68
Filters, 49
Running, 66
Saving, 54
Scopes, 51

Query, 46

Query binder defined, 17

Query Builder
Field tab, 48
Filter tab, 49
Scope tab, 51
Sort tab, 50

Query features
Baselining, 69
Building process, 46
Task lists, 70

Query results, 68

R

Reports, 69
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Credential databases, 35
Multiple forest support, 55
System, 20

Running a query, 66

S

Saving queries, 54
Scope tab, 51
Scopes, 51
Generic, 84
Named, 53
Settings, 52
Selecting
Duplicate key options, 50
Task types, 70
Series charts, 69
Sort tab, 50
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T
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