
Here is a helpful guide for removing Malware from a Windows based workstation.

Note: If your workstation is presumed to be infected the workstation’s IP may be blocked from accessing the network.  Call Craig Baugh (7413) to have the workstations network access restored so you can download tools or perform an update.
Step 1.  Identify the files the Malware files

1. Make sure that Windows Explorer is set to display hidden files.  To do this: open the Control panel (Select Folder Options ( Select the View tab ( Hidden files section (Select the radio button that says “View hidden files.”

2. Open Windows Explorer and browse to the %SystemRoot% (Windows  or Winnt) directory.  

a) Look in both the %SystemRoot% and %SystemRoot%\System32 directories for an executable file that seems odd or looks like it doesn’t belong there.  Also look for any files or folders that have a very recent modified date. 

b) If you find anything suspicious, zip it and e-mail it to me so I can forward it to CA so they can develop a signature and cure for it.

3. If you don’t find anything suspicious, run one or more of the following tools that that will help you identify the process that are running:

· TCPview: Y:\Sysinternals\tcpview – Shows all TCP connections.  If you double click on a connection it will tell you were the exe that owns that process is.
· PROexpnt: Y:\Sysinternals\proexpnt – Windows task manager on steroids
· Windows Malicious Software Removal Tool: Http://support.microsoft.com/?kbid=890830 – This is an excellent as it detects and removes most Malware.  Please make sure that you send me a sample of the Malware’s .exe before you run this tool so I can forward it to CA so they can ID it and develop a sig. and a cure.
If you find anything suspicious, zip it and e-mail it to me so I can forward it to CA so they can develop a signature and cure for it.

Step 2: Update eTrust with the newest signature files (if needed)

1. To check if the eTrust client has the proper updates :double click on the eTrust icon in the system tray ( select on the dashboard tab.  The last VET sig. update will show today’s date.  If it does not the client should be updated.

a. To update the eTrust client virus signature: right click on the icon for the eTrust client, select “Download Updates Now” from the pop-up menu.  A little icon that looks like a piece of paper with a computer on it will appear while the update is running.  The icon disappears when the update is finished.

2. Run a full system scan.  Double click on the eTrust icon(Select the scan tab.  To run a full scan of the c: drive, check the c:\ box.  If you want to save time you can limit your scan to C:\windows and c:\Documents and Settings.  Click on the + next to the directories to browse the workstations file system.
Step 3: Remove the Malware from the infected workstation

· If your system has Malware on it and eTrust has a signature to detect it, in most cases eTrust will remove the Malware from the workstation.  

· If  etrust does not detect and remove the Malware from the workstation you will need to remove it using the Windows Malicious Software Removal Tool or by reapplying a clean image to the workstation.  

Please make sure that you send me a sample of the Malware’s .exe before you run this tool or re-image a workstation so I can forward it to CA so they can ID it and develop a sig. and a cure.

